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Katedra informacnych sieti

= VVyuCba

PocCitaCove siete
= Cisco, Juniper, Fortinet, Mikrotik
= GNS3

VolP
= Asterisk

Administracia OS

= Linux, Windows

= DNS, DHCP, NTP, Mail, Web..
Virtualizacia

= KVM, XCP-ng, VMWare

= AWS, OpenStack,

= Docker, Kubernetes

BezpecCnost

= Projektova vyucba

2 roky pocas Ing. studia

= Zaverecneé prace
= Vyskum

Cloud
PocitaCcove siete
SDN/SD-WAN
Bezpecnost

Detekcia utokov a anomalii v
sietach



Pred cloudom —do roku 2014

= QOracle VirtualBox na PC v laboratoériach

= Pri poruche PC v ucebni boli VM nedostupné
= Studenti prezenéne v laboratériu
= NedostatoCné prostriedky

= VirtualizaCny server
= Dell PE T300
= 1x Intel Xeon X3353, 8 GB RAM, 2x 500 HDD
= Citrix XenServer 6.0

= Problém s automatizaciou rovnakej instalacie




Cloud 1.0 — rok 2014 J U I\ '

THE TENTH OPENSTACK RELEASE
= 1 Controller

= Dell PE 1955 — 2x Intel Xeon E5335, 8 GB RAM, 2x 72 GB HDD
= 2 Compute node

= Dell PE 2950 — 2x Intel Xeon E5450, 32 GB RAM, 2x 250 GB + 4x 320 GB HDD
= Desktop PC — 1x Intel Core 2Duo 6420, 4 GB RAM, 1x 320 GB HDD

Cisco Catalyst 3560

= OpenStack Juno

= Manualna instalacia
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Cloud 2.0 - Specifikacie

* Riadiace servery: = \VVypocCtoveé servery:.
= 2ks Cisco UCS C220M3 = 6ks Lenovo x3650M5
= 2X Xeon E5-2667v2 8c/16t, = 2X Xeon E5-2699v3 18c/36t
= 128GB RAM = (2 servery 2x Xeon E5-2680v4
= 500GB SSD, 600GB HDD 14c/28t)
= 2% 10GbE = 512GB RAM

System: 300GB HDD
Storage: 4x 1,2TB HDD
2x 10GbE

VMWare ESXi, XCP-ng
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Cloud 2.0 = Siet’



OpenStack Charms

= Automatizované nasadenie
= Canonical
= MAAS - baremetal cez PXE
= Juju
= orchestracia s charms

= LXD / VM / baremetal
= Charmhub (ako Docker Hub)

= OpenStack Yoga

= Neutron, OVN, Nova, Horizon,
Glance, Heat, Keystone, Vault,
Cinder

= Ceph cluster

MAAS

HARDWARE
Machines
Devices
Controllers
KVM

LXD

Virsh
ORGANISATION

Tags

NETWORKING
Subnets
DNS

Network discovery

Settings

student

Log out

10 machines

O

O

juju.maas
10.11.0.3 (PXE)

gns3-ucs2.maas
10.11.1.33 (+3)

gns3-ucs.maas
158.193.152.130 (PXE)

controller.maas
10.11.0.11 (+1)

compute-09.maas
10.11.0.29 (+1)

compute-08.maas
10.11.0.28 (+1)

compute-07.maas
10.11.0.27 (1)

compute-03.maas
10.11.0.23 (+1)

compute-02.maas
10.11.0.22 (+1)

compute-01.maas
10.11.0.21 (+1)

maas MAAS: 3.4.0

O On
Vmware

O On
Ipmi

O On
Ipmi

O On
Vmware

O On
Ipmi

O On
Ipmi

O On
Ipmi

O On
Ipmi

O On
Ipmi

O on
Ipmi

OPENSTACK

YOGA

Ubuntu 20.04 LTS

Ubuntu 20.04 LTS

Deployed

Ubuntu 20.04 LTS

Ubuntu 20.04 LTS

Ubuntu 20.04 LTS

Ubuntu 20.04 LTS

Ubuntu 20.04 LTS

Ubuntu 20.04 LTS

Ubuntu 20.04 LTS

Local documentation » Legal information = Give feedback

The 25th
OpenStack
Release

student

Juju

student
gns3

gns3

student

controller

student
computed

student
compute8d

student
compute?

student
compute3

student

compute?

student
computel

default

opensta..

default

opensta..

default

opensta..

default

2 spaces

default
2 spaces

default
2 spaces

default
2 spaces

default
2 spaces

default

2 spaces

default
2 spaces

4 GiB

128 GiB

256 GiE

64 GiB

192 GiB

256 GiB

256 GiB

512G

512 GiB

512 GiE

1 53.7cB
1 178
1 278
1 1074..
3 4178
3 4178
3 4178
5 5178
5 5178
5 5178

CAN@NICAL



OpenStack Charms — Postup nasadenia

Ok N PE

Instalacia MAAS a Juju

Nastavenie IPMI a PXE bootu na serveri
Pridanie serverov / VM do MAAS (+IPMI pristup)
Deployment Juju controllera (staci VM)

Deployment OpenStacku

Samostatné prikazy pre jednotlivé moduly

= juju deploy -n 4 --channel reef/stable --config ceph-osd.yaml --constraints
tags=compute ceph-osd
= juju deploy -n 3 --to Ixd:0,Ixd:1,Ixd:2 --channel 8.0/stable mysql-innodb-cluster

Bundle (yaml popis)

3 hodiny bez interakcie administratora



OpenStack Charms — Stav charmov

App

ceph-dashboard

ceph-fs

ceph-mon

ceph-osd

ceph-radosgw

cinder

cinder-ceph
cinder-mysql-router
dashboard-mysql-router
glance
glance-mysql-router
heat

keystone
keystone-mysql-router
memcached
mysgl-innodb-cluster
ONLINE and can tolerate
neutron-api
neutron-api-plugin-ovn
neutron-mysql-router
nova-cloud-controller
nova-compute
nova-mysql-router

ntp
openstack-dashboard
ovn-central
ovn-chassis

placement
placement-mysql-router
rabbitmg-server

vault

disabled)
vault-mysql-router

Version Status
active
17.2.5 active
17.2.5 active
17.2.5 active
17.2.5 active
20.2.0 active
20.2.0 active
8.0.35 active
8.0.35 active
24.2.0 active
8.0.35 active
18.0.1 active
21.0.0 active
8.0.35 active
active
8.0.35 active
up to 2 failures.
20.3.0 active
20.3.0 active
8.0.35 active
25.1.1 active
25.1.1 active
8.0.35 active
3.5 active
22.1.0 active
22.03.2 active
22.093.2 active
7.0.0 active
8.0.35 active
3.8.2 active
1.7.9 active
8.0.35 active

w0
N
)]
=
m

P RPURRWWRWRWRRRRE ORRPRRPRPRPRPRRPPPWVWWWW

Charm
ceph-dashboard
ceph-fs
ceph-mon
ceph-osd
ceph-radosgw
cinder
cinder-ceph
mysqgl-router
mysqgl-router
glance
mysqgl-router
heat

keystone
mysqgl-router
memcached
mysgl-innodb-cluster

neutron-api
neutron-api-plugin-ovn
mysql-router
nova-cloud-controller
nova-compute
mysql-router

ntp
openstack-dashboard
ovn-central
ovn-chassis

placement
mysql-router
rabbitmqg-server

vault

mysql-router

Channel
quincy/stable
quincy/stable
quincy/stable
quincy/stable
quincy/stable
yoga/stable
yoga/stable
8.0/stable
8.0/stable
yoga/stable
8.0/stable
yoga/stable
yoga/stable
8.0/stable
latest/stable
8.0/stable

yoga/stable
yoga/stable
8.0/stable
yoga/stable
yoga/stable
8.0/stable
latest/stable
yoga/stable
22.03/stable
22.03/stable
yoga/stable
8.0/stable
3.9/stable
1.7/stable

8.0/stable

Exposed Message

no
no
no
no
no
no
no
no
no
no
no
no
no
no
no
no

no
no
no
no
no
no
no
no
no
no
no
no
no
no

no

Unit
Unit
Unit
Unit
Unit
Unit
Unit
Unit
Unit
Unit
Unit
Unit

is
is
is
is
is
is
is
is
is
is
is
is

ready
ready
ready
ready
ready
ready
ready
ready
ready
ready
ready
ready

and clustered
(4 0SD)

Application Ready

Unit
Unit
Unit

Unit
Unit
Unit
Unit
Unit
Unit

is
is
is

is
is
is
is
is
is

chrony:

Unit
Unit
Unit
Unit
Unit
Unit
Unit

Unit

is
is
is
is
is
is
is

is

ready
ready

ready:

ready
ready
ready
ready
ready
ready
Ready
ready
ready
ready
ready
ready
ready
ready

ready

Mode: R/W, Cluster is

(leader: ovnsb_db)

and clustered
(active: true, mlock:




OpenStack Charms — Stav charmov (2)

Unit Workload Agent Machine Public address Ports Message

ceph-fs/0 active idle 1/1xd/e 10.11.1.21 Unit is ready

ceph-fs/1* active idle 2/1xd/e 10.11.1.25 Unit is ready

ceph-fs/2 active idle 3/1xd/e 10.11.1.31 Unit is ready

ceph-mon/0* active idle 1/1xd/1 10.11.1.22 Unit is ready and clustered
ceph-dashboard/o active idle 10.11.1.22 Unit is ready

ceph-mon/1 active idle 2/1xd/1 10.11.1.24 Unit is ready and clustered
ceph-dashboard/1 active idle 10.11.1.24 Unit is ready

ceph-mon/2 active idle 3/1xd/1 10.11.1.28 Unit is ready and clustered
ceph-dashboard/2* active idle 10.11.1.28 Unit is ready

ceph-osd/0* active idle 1 10.11.0.21 Unit is ready (4 0SD)

ceph-osd/1 active idle 2 10.11.0.22 Unit is ready (4 0SD)

ceph-osd/2 active idle 3 10.11.0.23 Unit is ready (4 0SD)

ceph-radosgw/0* active idle ©/1xd/© 10.11.1.19 80/tcp Unit is ready

cinder/0* active idle ©0/1lxd/1 10.11.1.13 8776/tcp Unit is ready
cinder-ceph/0* active idle 10.11.1.13 Unit is ready
cinder-mysql-router/0* active idle 10.11.1.13 Unit is ready

designate-bind/0* active idle ©0/1xd/3 10.11.1.5 Unit is ready

designate/0* active idle ©/1xd/2 10.11.1.15 9001/tcp Unit is ready

glance/0* active idle ©/1lxd/4 10.11.1.2 9292/tcp Unit is ready
glance-mysql-router/0* active idle 10.11.1.2 Unit is ready

heat/0* active idle ©0/1xd/5 10.11.1.0 8000/tcp,8004/tcp Unit is ready

keystone/0* active idle ©/1xd/6 10.11.1.1 5000/tcp Unit is ready
keystone-mysqgl-router/0* active idle 10.11.1.1 Unit is ready

memcached/0* active idle 0/1xd/7 10.11.1.14 11211/tcp Unit is ready

neutron-api/e* active idle ©0/1xd/11 10.11.1.6 9696/tcp Unit is ready
neutron-api-plugin-ovn/0* active idle 10.11.1.6 Unit is ready
neutron-mysql-router/0* active idle 10.11.1.6 Unit is ready

nova-cloud-controller/0* active idle ©/1xd/12 10.11.1.16 8774/tcp,8775/tcp Unit is ready
nova-mysql-router/o* active idle 10.11.1.16 Unit is ready




Problémy s Cloud 2.0 (OpenStack Charms)

= DIhé vypadky elektrického prudu
= Nekonzistencia databazoveého clustra
= Niektoré sluzby sa nespustia po vypadku

= RabbitMQ
* Problém s kapacitou
= Vypadky sluzieb/modulov => rozSirenie clustra
= Citlivy na spolahlivu infrastrukturu
= Nekonzistencia clustra => autoheal




Plany do buducna

= Zalohovanie
= Bezpecny upgrade
= RozsSirenie 0 nove servery w

| T U ]

= Pravne osSetrenie vyuzivania sluzieb e . SEIN

= Pridanie dalsich sluzieb
= Designate (DNS)

Manila (Shared FS)

Octavia (LB)

Skyline (noveé GUI)

Ceilometer

= Doplnenie verejnej dokumentacie
= https://docs.cc.uniza.sk
= Nasadenie, rieSenie problémov | E
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