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Ndrodni Uurad

Kyberneticky bezpecnostni incident R
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Kyberneticky bezpecnostni incident o et

a informacni bezpecnost

- Organizace spadajici pod zakon o kybernetické bezpecnosti maji dle
soucasneého zakona povinnost hlasit vsechny kybernetické bezpecnostni
incidenty na NUKIB nebo na Narodnimu CSIRT (CSIRT.CZ)

* Kyberneticky bezpecnostni incident (KBI) = naruseni bezpecnosti informaci v
informacnich systéemech

* Bezpecnost informaci
informaci a dat

zajisténi duvérnosti, integrity a dostupnosti

- Hla3eni KBI je hlavni zdroj informaci pro NUKIB o situaci v kybernetickém
prostoru, diky nému muze varovat ostatni instituce



Pro¢ je sdileni informaci d(ilezité o e

a informacni bezpecnost

#Z) CYBERSECURITY DIVE [ signup |

DIVE BRIEF

CISA’s 1,200 pre-ransomware
alerts saved organizations
millions in damages

The federal agency’s early warning system notified organizations

across multiple critical infrastructure sectors of potential impending

attacks.

Published Jan. 19, 2024

Matt Kapko
Senior Reporter
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Pouze hlasenl nestaci... A

TLP: CLEAR

V lednu NUKIB zaznamenal vice jak dvojndsobny ndrlist po&tu kybernetickych bezpeénostnich inci-
dentl oproti predchozimu mésici. Jiz prvni mésic roku 2023 tak témér dosahl lofiského maxima, jez

Podet kybernetickych bezpeénostnich incidentti nahladenych NUKIB

¢inilo 22 incidentt za mésic.?

25 DDoS utoky Vyrazny DDoS utoky
ruskojazycné narst DDoS ruskojazycné 21
skupiny Killnet utoka skupiny
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Jak to bude s NIS2 a novym ZKB

- Dvé kategorie organizaci:

V w

- Vy$3ich povinnosti - hlasi na NUKIB

oV v

- NizSich povinnosti — hlasi na Narodni CSIRT

- Zasadni narust poctu organizaci, které budou muset hlasit KBI

- VySSi mozne pokuty, takze i vétSi motivace organizaci KBI hlasit

« Zrychleni hlaseni (bezodkladné a do 24 hodin)

- Uzsi definice incidentu, které je tfeba hlasit (pro rezim vyssich povinnosti):
» Pouze puvod v kybernetickém prostoru

- Pouze pokud do 24 hodin nebude mozné vyloucit umyslné zavinéni



Ob¢as mohou byt KBU zajimavéjsi nez KBl . s

* Kyberneticka bezpecnostni udalost (KBU) = udalost, ktera muze zpusobit
naruseni bezpecnosti informaci

- Pfiklady zajimavych KBU:
- Neznamy malware zachyceny na AV nebo EDR na koncové stanici
- Pokus o prihlaseni s legitimnim uzivatelem a heslem, ale se Spatnym 2FA
- Novy typ DDoS utoku, ktery nezpusobil nedostupnost sluzby
 Pokus o zneuziti zero day, ktery nebyl Gspésny z duvodu hardeningu
nebo jiné konfigurace



Jak sdilet informace o hrozbach

- Dle nového (ale i soucasného) ZKB mohou organizace hlasit i dobrovolné
KBU

 NUKIB ale do celého procesu pFidava zpozdéni...

 Proto chceme jit i jinou cestou a to podporou tzv. ISAC

* ISAC = Information Sharing and Analysis Center

- V nasi predstavé: komunitné rizene sektorove ISAC skladajici se z organizaci

spadajici pod ZKB (banky, nemocnice, ISP a dalsi)
- NUKIB poskytne nastroje a podporu, jednotlivé organizace si ale sdili
informace mezi sebou na zakladé duvéery



- - Ndrodni ufad
Portal NUKIB woimemmiies (G)
a informacni bezpecnost

» K funkci ISAC planujeme vyuZit vznikajici Portal NUKIB
- Poskytne statem ovérene identity pro jednotlivé zapojené organizace
- Dva hlavni nastroje Portalu pro fungovani ISAC:

)

MISP

Threat Sharing

matrix
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MISP - Threat sharing o i

a informacni bezpecnost

Systém pro sdileni loC vyvijeny lucemburskym CSIRT tymem

Historicky se zacal vyvijet v NATO, pozdéji opensourcovan

NUKIB se do vyvoje zapojil, aby systém upravil pro vlastni potfeby
Nejpouzivanéjsi system pro sdileni loC v Evropé€, od zpravodajskych sluzeb,
vlad po komercni spolecnosti

Umoznuje sdileni jakychkoliv indikatorut kompromitace/hrozeb (loC)
urcenym skupinam

Enter value to search m

i Category Type Value Tags Galaxies Comment Correlate  Related Feed hits DS Distribution Sightings Activity Actions

Events

[ 2019-08-29 Network activity url hitp:imikejesse top/jeftjeft.exe “ o Al LV (2 Iicq |
(0/0/0)

[ 2019-08-29 Network actiity url hitp:/icoinspottechrem.com/imoniytSetupEU. exe m 3 0 All LY [ 2 INca |
(0/010)

[ 2019-08-29 Network aclivity url hitp:icoinspotte chrem.com/imoniSetupUsS. exe mg O All G R F [ 2 INca |
(0/010)

[] 2019-08-29 Network activity url http:/icoinspottechrem.com/imon/tSetupWW exe “ O Al G F [ 2 N |
(0/0/0)

[J 2019-08-29 Network activity url hitpsAiresepbelajar.comiwp-adminined59. exe “ O Al oLV [ 2 IBcd |
(0/01)

O 2019-08-29 Networkactivity url  hitp/195.123.245.185/04 “ o G F sizw
(0/0/0)
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M at r I X pro kybernetickou

a informacni bezpecénost

 Open source komunikator podporujici chat, prenaseni souboru nebo video
| audio hovory
- Desktop a mobilni aplikace s notifikacemi

CtrlK @ Element Web/Desktop

@Q@ SW= e

Home

Thanks for the insight

Is it possible to turn off the video chat feature in my group ?

‘;?‘ LifeOnLinux - Gaming

i) o .
@ Haiku - Main Only Allow Administrators to start them

&P Fedora

@ Element Web/Desktop

Hm yes, just noticed, that the green colour that was used for verification, highlighting and some
@ Matrix HQ buttons (send message) has become darker, more grassy.

| .=} openSUSE Chat

g Anime & Manga

<

&P Open Build Service
yup, the old one had poor contrast

Arch Linux

@4 Otaku
S
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Ndrodni Uurad

Zpétna vazba je pro nas dulezita g 0 abemetitos

- Dava vam komunitné organizovany ISAC pro sektor ISP v Ceska smysl?

- Jaka organizace by méla takovy ISAC zastreSovat?

- Jsou predstavené nastroje pro fungovani ISAC dostatecné? Chybélo by vam
neco?

- Sdileli byste informace o hrozbach konkurentim?

- Preferovali byste SirSi nebo uzsi pojeti ISAC? Napr. pouze pro cleny FENIX?

J.onderka@nukib.cz

TLP:CLEAR 13
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Jak systém MISP nasadit ve vlastni organizaci? o benetin

a informacni bezpecnost

https://github.com/NUKIB/misp

:= README.md

MISP Docker image

MISP container (Docker) image focused on high performance and security based on CentOS Stream 8.

This image contains the latest version of MISP and the required dependencies. Image is intended as immutable,
which means that it is not possible to update MISP from the user interface and instead, an admin should download
a newer image.

Key features

* B Image is based on CentOS Stream 8, so perfectly fits your infrastructure if you use CentOS or RHEL as a
host system

Modern MISP features are enabled by default (like advanced audit log or storing setting in the database)

£ Integrated support for OpenID Connect (OIDC) authentication

Q PHP is by default protected by Snuffleupagus extensions with rules tailored to MISP

° f Optional extensions and configurations that will make MISP faster are enabled

ﬁ Integrated support for logging exceptions to Sentry and forwarding logs to syslog server

/‘ Final image is automatically tested, so every release should work as expected
i Build for amd64 (x86_64) and arm64 (aarch64)

14


https://github.com/NUKIB/misp

