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Ochrana serveru pred utokem

e Ochrana koncového systemu pred DDoS utokem

e Webovy server, HTTP sluzba na TCP portech 80, 443
e Metoda “ustat toho co nejvice” s existujicimi HW zdroji
e Z Linuxového systemu vymacknout maximalni vykon

e Nejlevnéjsi zplsob ochrany = vhodna konfigurace systému

e Podrobnégji k obecné ochrane viz drivejsi prednaska:
https://indico.csnog.eu/event/7/contributions/83/



https://indico.csnog.eu/event/7/contributions/83/

Sitovy subsystém Linuxového jadra

User space

iptables, conntrack, ipsec, ...

Kernel space

bond, vlan drivers, ...

Hardware



Provoz neidentifikovatelny zdrojem

e Nelze jednoduse rozlisit zda zdrojova IP adresa
odpovida legitimnimu zdroji nebo je podvrzena
o Nelze pouzit IP blacklisting, rate Llimiting per IP

e Typicky uvodni SYN paket 8
o Ustaveni TCP spojeni (handshake) ‘<_"
o Nelze na néj neodpovedeét SYN

Encode client info into
o TCP SYN Flood Utok [ SYN+ACK
o SYN+ACK T
e Resenim SYN cookies — Stateless
o Preneseni stavu do hlavi¢ky paketu ACK _L
;v T
o Server nemusi udrzovat stav Decode client info from

o Podpora v Linux Kernel ACK

Prevzato ze “SYN Proxy at Scale with BPF”: https://lpc.events/event/17/contributions/1645/.



Modul rawcookie

Nativni SYN cookies a SYN proxy nepouzitelnée

Rozsirujici modul pro iptables

o Posouva reakci na SYN paket a odpoved SYN+ACK
do nizsi vrstvy iptables (raw table)

SYN proxy

o Obchazi connection tracking (conntrack)

o Obchazi routing, SYN+ACK odesle na MAC adresu
smeérovace odkud prisel puvodni SYN

Priblizné 2x rychlejsi nez SYN proxy
Radové vy&éi jednotky Mp/s

https://github.com/netx-as/xt_ RAWCOOKIE
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https://github.com/netx-as/xt_RAWCOOKIE

Vyuziti eBPF/XDP pro akceleraci

User space

APPLICATION

SOCKET

rawcookie

iptables, conntrack, ipsec, ...

iptables extension

Kernel space

bond, vlan drivers, ...

eBPF/XDP program

NIC driver

Hardware

NIC




eBPF/XDP akcelerace

e Extended Berkeley Packet Filter (eBPF)

o Vlozeni programu na vybrana mista v Kernelu
o XDP (eXpress Data Path) hook — nejnizsi vrstva
o TC (Traffic Control) hook — po alokaci sk_buff

e Uzitecné eBPF helpers
o bpf_tcp_gen/check_syncookie() — v5.4
o bpf_skb/xdp_ct_lookup() — v5.18
o bpf_tcp_raw_gen/check_syncookie_*() — v6.0

e Podpora VLAN stripping
o bpf_xdp_metadata_rx_vlan_tag() — v6.8
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Program xdpcookie

e XDP implementace SYN cookie

o Akcelerace SYN+ACK odpovedi

o Akcelerace ACK validace (ACK flood)
° VyChéZfZ /tools/testing/selftests/bpf

e Rozsirena funkcionalita
o Podpora VLAN (stripping, filtrace)

o Zapnuti/ vypnuti vypoctu L3/L4 checksums

o Fragmentace bufferu “xdp.frags” (MTU > 4kB)

o Instalovatelné jako DEB balicek

e https://github.com/highpps/xdpcookie
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https://github.com/highpps/xdpcookie

Priklad pouziti xdpcookie

e Konfigurace SYN cookies proxy

e Zavedeni/ odstranéni programu

# xdpcookie --attach --iface ethO --vlan 85 --port 80 --port 443
--mss4 1460 —--wscale 7 —--ttl 64 --checkack --checksum --calcsum

# xdpcookie --detach --iface ethO

e Konfigurace TX checksum offload
# ethtool --set-priv-flags ethO tx xdp hw checksum on

e Vypis statistik
# xdpcookie --iface ethoO

SYN-ACK responses generated: 5014945704
CPUOO responses: 121486873
CPUO1 responses: 132257478



Sestava pouzita pro méreni

o 2x Intel(R) Xeon(R) Silver 4114 CPU @ 2.20GHz

e 10 jader, hyperthreading (20 vlaken)

e Max performance profile, vypnute setrici rezimy (C states)

e System Debian 12.8 + Debian Backports repozitar

e Kernel 6.10.11+bpo-amd64 #1 SMP x86_64 GNU/Linux

o 2x 100GbE Mellanox ConnectX-5 Ex, mlx5_core 24.07-0.6.1.0
e Firmware 16.35.3006 (DELOO0O0000004)

e Agregace portu (bond driver)



/

Metodika méreni

e Generator provozu — CISCO TRex — 2x 100GbE

Legitimni provoz

< Web server (nginx)
%Ifigogielzx Uto&ny provoz L2 switch SYN cookie / proxy
- (rawcookie, xdpcookie)
e Port A: legitimni provoz e Port B: utocny provoz — SYN Flood
o ~ 10k TCP spojeni/s o 5M - 60M paketl /s
o 16k unikatnich adres o 64k unikatnich adres
o Metriky:

o Packet rate SYN+ACK odpovédi na utocnika / Uspésna spojeni klienta
o Pocet retransmisi / latence odpovedi z pohledu klienta



Vysledky méreni (1)
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e rawcookie: 15,2 Mp/s
e xdpcookie: 34,7 Mp/s (sw checksum) — 40,6 Mp/s (checksum offload)



Vysledky méreni (2)
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e rawcookie: 13,5 Mp/s
e xdpcookie: 32,6 Mp/s (sw checksum) — 38,8 Mp/s (checksum offload)
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Jak dél predrazeni SYN cookie (NIC, extra stroj)

e Preklad sekvencnich cisel, proxy musi uchovavat stav

oL A 8
SEQ: X, ACK: 0

SYN+ACK
SEQ: C, ACK: X+1

| secron

ACK
SEQ: X+1, ACK: C+1

SYN
\> SEQ: X, ACK: 0

SYN+ACK
SEQ: Y, ACK: X+1

Need to fix up SEQ/ACK ACK
in the following packets SEQ: X+1, ACK: Y+1

T

Prevzato ze “SYN Proxy at Scale with BPF”: https://lpc.events/event/17/contributions/1645/.



Jak dal: vnuceni sekvenéniho &sla (ISN)

e Patch bpf_sk_assign_tcp_reqsk()
https://lore.kernel.org/all/20240115205514.68364-1-kuniyu@amazon.com/

0 e ‘&

A SYN =

SEQ: X, ACK: 0

SYN+ACK
SEQ: C, ACK: X+1

| secron

ACK
SEQ: X+1, ACK: C+1

ACK

Validate an arbitrary ACK
| with BPF

tcp_rsk(req)->snt_isn = C;

Prevzato ze “SYN Proxy at Scale with BPF”: https://lpc.events/event/17/contributions/1645/.


https://lore.kernel.org/all/20240115205514.68364-1-kuniyu@amazon.com/
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Reference

e Modul rawcookie: https://github.com/netx-as/xt. RAWCOOKIE

e Program xdpcookie: https://github.com/highpps/xdpcookie

e Helper functions bpf_tcp_raw_gen_syncookie_ipv4/6():
https://docs.ebpf.io/linux/helper-function/bpf_tcp_raw_gen_syncookie_ipv4/

e KFuncs bpf_xdp_metadata_rx_vlan_tag():
https://docs.ebpf.io/linux/kfuncs/bpf_xdp_metadata_rx_vlan_tag/

e Accelerating synproxy with XDP:
https://netdevconf.info/Ox15/session.html?Accelerating-synproxy-with-XDP

e SYN Proxy at Scale with BPF: https:/lpc.events/event/17/contributions/1645/
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https://docs.ebpf.io/linux/kfuncs/bpf_xdp_metadata_rx_vlan_tag/
https://netdevconf.info/0x15/session.html?Accelerating-synproxy-with-XDP
https://lpc.events/event/17/contributions/1645/

