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Problém v roce 2019

B Dokumentace roztristéna

RackTables

Wiki

Excel

Sdileny Fileserver

Soubory pouze u administrator( v PC
Informace pouze v hlavach admin(

——
MATEDOKUMENTACI;

tay N 2




Prizkum fegeni — 2019 - 2020

Netbox

/ * Komplexnéjsi struktura

IP Fabric

* SpiSe nastroj pro auto-
discovery nez
dokumentace

* Nezvladal komunikaci s

nékterymi zafizenimi

RackTables

* Nasazené reseni

* Chybi spousta
infomaci/objektl

* Mensi komunita

* Horsirozsiritelnost

nez RackTables
* M3 propracované API
* Custom fields
* Je potreba vytvofit fadu
objektl navic




Upgrade DWDM — 2021 - 2022

@ Prouter == DWDM + ROADM
O PErouter = CLDWDM

© CEswitch = 100GE LAN PHY
@ CBF node

GEANT2 GEANT2
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Upgrade DWDM - 2021 - 2022

add device

B Rana adopce - nejsou plné vyladéné procesy

B Snaha dokumentace DWDM sité v Netboxu
m V Netboxu nelze “jednoduse” nasimulovat Direction-less topologii
m AZnakonci upgradt pfiSla moznost MxN vazby Port — Port

...................

B Verze 3.2 (duben 2022) pfinesla tvorbu modult
B Verze 3.3 (srpen 2022) tvorba MxN vazbu Port — Port

B Vysledek:
m Dokumentace pouze DWDM chassis spolu s LINE porty, bez internich patchcorddi DWDN




Upgrade IP/MPLS — 2022 - 2023

32 32

o [(ERE s A ———

B Mame zkusenosti z nasazeni DWDM o 30

29 i = 29
B MxN vazby portu 27 | 7 | EEsAEe i EAsa s
m Velice se hodi pro zapojeni Interface - Patch Panel zi zz ot o ‘

m  Neninutné resit RX a TX smeéry o i

23 | 23

B Automatické skripty
B rowerports @ Inventory ltems [l BGP Connections [EEE)

Device  Module Bays [} Interfa

m Zadani managment adresy v Netboxu ttor agsonl)  Amoneiion  Amchems  CoosgCont  RanterCont  Gotacs _ douns
m  Nasledna synchronizace zafizeni do Netboxu J—
m  Zkouseli jsme i provisioning device = problém na Ciscu s YANG modely
Device
Region CZ / Hlavni mésto Praha / izemi Hlavniho mésta Prahy / Praha
Site Praha-Zikova
Location 95
Rack Rack R1 a
Position U25 / Front
cps cooranates || | [0 iap |
Tenant |
Device Type Cisco ASRE903 — (3U)
Description
Airflow —
Tags seriatvumper |
Asset Tag
[TYPE] - Router | [TYPE] - PE router | [ODDELENI] - NETOP [DC] - DC Zikova Conti Tempiate terace pors confiouration
8
ll...llll..l.IllI..lIIl.lll.ll..lllllllll.ll...llll..llllll..llll



Device-type knihovna

= O netbox-community / devicetype-library

B Veiejna knihovna typl zarizeni

<> Code (O Issues 3 19 Pullrequests 11 () Discussions (® Actions [ Projects [ wiki

| U ryChIUje tvo rbu n ovy'ch Za‘fizeni [0 Files devicetype-library / device-types | ()
F master M + Q ¥ ' ravench and Giotta Simon APC ap8858 (#2627) &
. Q, Gotofile @
Name
I v [ device-types
> 3Com
> A10 3Com
> W ADVA A0
> AFL
ADVA
> APC
AFL
> ASUS
> AVM APC
> ActionTec ASUS
> Adtran
AVM
> Albis-Elcon
> Alcatel-Lucent ActionTec
> Allied Telesis Adtran
> Allot .
Albis-Elcon
> Alpha
Alcatel-Lucent
> Apple
> Arctic Wolf Allied Telesis
9 > Arista Allot
> Aten

Alnha
Hn EEENRN H_EEEN EEENE_EEE_BENR HE_EEENE_BN HN EEENR E_EEERN EEEN
| B B | | B B | | N | B B | B B | B BB | B B | | B I | | N |



cesnet

Document

+ Converge legacy sources of truth

e Discovery or manual capture cf
additional network data

e Change operational processes to
start with documentation

s B
. 8 ® " = = = =
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Automatizace - Kde jsme nyni

Model

+ Connect network data through
cohesive models

e Enforce consistency across
models

CESNET

Implement change management
starting with NSoT /intent

Generate configs from model data

Drive automations from dynamic
inventory

Assurance to identify/resolve
operational drift



Automatizéce*‘— PortID

RUNDECK

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

#&PortID

Run NetBox importer -> PortID configuration -> NetBox

#&10000001 . Import ze sité
Generovani PortID

Konfigurace na Interface

Import dat ze sité

11



Rozsireni Netboxu — Inventory monitor

G Inventory Monitor

NETWORK PROBE

B Zaklad Netboxu nepokryje vSechny nase pozadavky Probes

Network Changes

B Potieba prenést stary Inventory monitor (vlastni

CONTRACTS
a pl Ika ce ) Contractors
m  Vytvofil se model podle staré databaze Contracts
m  Obohatil o néjaké novéjsiinformace S
B Aktualné proprietarni - vtomto roce bude plugin COMPONENTS
revidova’n Date To*  2025-01-18 Components
. v . v, . . o Services
m  Jsou v planu rozsifeni o lepsi sledovani jednotlivych modult Dovice® 1
m  Moznost tvorby modulll podle predavacich protokol e
s s . jod Mating Submit JEEEEE
m  Sledovani Out-of-sale, Out-of-service . =
ID  Creaion  LastSeen  Name Serial Part Site Location Device
- . v . v v i Time (Time)
B Je mozné, Ze plugin bude dostate€né ,,samostatny” @ .. msoc zmoe  wnsscsooms Q. s e R <
IDPROM SRBD Zikova
ZVE TEJI‘IIme hO k pOUZItI | prO OStatnl 28385 20241027 20250118 TenGigeooo3o-oPRoM [ ovwow-sreics- Prane- [ R1
c Zikova
28535 2024-11-20 2025-01-18 TenGigE0/0/0/31-IDPROM _ 10GB-SFP-SR Praha- - R1
Zikova
[[:] Creation Time Last Seen (Time) Name Serial Part Site Location Device
26866 2023-07-07 2025-01-09 HundredGigEO/0/0/6-IDPROM [ ] QSFP-100G-LR4-S prahazicova [ R1
8480 2022-1-02 20250109 HundredGigE0/0/0/7-IDPROM [ ] QSFP-100G-LR4-S prana-zkova [ R
27890 2024-06-18 2024-10-26 TenGigEQ/0/0/30-DPROM B ovovsePiGe praha-zicova [ R1
12 28381 2024-10-19 2024-11-04 TenGigEQ/0/0/31-IDPROM _ BSFP-10G23-ER Praha-Zikova - R1
28377 2024-10-10 2024-11-19 TenGigE0/0/0/31-IDPROM _ SFP-10G-LR Praha-Zikova - R1
[ N | EEEN H_EEENR EEENE _EEE_BER e _— —_——— = —_— e — = —_—— — —
| B B | | B B | | N | B B | B B | B BB | B B | | B I | | N |



i Netbox - Attachments

B Druhé rozsireni, které je verejné
B Hlavnim vyvojarem je nas spravce Netboxu Jan Krupa

B Umozinuje vkladat soubory k jednotlivym objektim v Netboxu
m Vzhledem ktomu, Ze pomérné rychle prechdzime na nové verze
Netboxu, tak tento plugin byva pomérné rychle aktualizovan

13


https://github.com/Kani999/netbox-attachments

" Netbox - Attachments

Attachments + Add Attachment

Segment* Hradec Kralové-UK LFHK - Olomouc-UPOL Zbrojnice- Showing 1-3 of 3 PerPage ~

D NAME DESCRIPTION*®  PARENT OBJECT TYPE OBJECTID TAGS
Name
4529 Mapa- — Hradec Segment 10 - B
HK Kraloveé-
Description UK LFHK
T . . Olomouc-
File Prochazet...  Soubor nevybran.
UPOL

Zbrojnice
Comment Write Preview —

4530 Mapa- — Hradec Segment 10 [EXTRA] - Mapove podklady a

Trasa Kralove-
UK LFHK

Olomouc-
UPOL

Zbrojnice

4 4565 geojson — Hradec  Segment 10 [EXTRA] - geojson B
® Markdown syntax is supported Kralové-

UK LFHK
Tags ~ -
Olomouc-
UPOL

Cancel Create & Add Another Zbrojnice

Showing 1-3 of 3 Per Page -~
mn EEEN HE_EEERN EEENR_EENE_BNI -
| B B | | B B | | N | B B
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Sprava tras

Circuits nedostacuji nasim pozadavkim
Novy model, ktery sjednocuje nékolik Circuits
Vazba Segment - Circuit - Port

Tuto agendu jsme nasledné propojili i s monitoringem v Grafané pro zobrazeni prubéht tras



DWDM - A0O1 @ Add Attachment R Bookmark #. Subscribe O Clone | # Edit

Created 2024-11-15 13:08 - Updated 2025-01-07 15:09

”
Circuit =~ Attachments  Contacts  Journal Changelog Sp rava tras

Circuit

Site Beroun / Beroun-OLA

Account — inati
Termination §f Connect v~

Circuit ID DWDM - A0O1

Termination A

Provider A010000 - CESNET, zajmové sdruZeni pravnickych osob

Speed —
Type Virtual

Cross-Connect —
Status m

Patch Panel/Port -
Tenant —

Description —_
Install Date —

Tags —
Termination —
Date
Commit —
Rate Site Beroun / Beroun-AMU

Description — inati

Segments + Add a Segment
Showing 1-1 of 1 Per Page ~

CIRCUIT SEGMENT NETWORK LABEL SITE A SITEB

DWDM - A001 4 4 TEST_ZAHRANICNI Liberec-TUL
16

Showing 1-1 of 1 Per Page v
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Sprava tras

Dtin .
Liberec
O °

Usti nad Labem
L]

Most
.

Karlovy Var
A Hradec Krélové
L]

Kladno
.

Pardubice
°

Pizefi
.

Olomouc
°

o L]
Ceské Budgjovice
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Synchronizace s Netboxem

('3'|||
21
¢
s ATA
< \;.6

-RUNDECK

/. netbox
4
T X graylog

15 Grafana

19
llllllllllllll
llllll



Synchronizace s IPAM + smérovani

B Prefixy

B Vazba

m Prefix—Tenant

B Doplnéno smérovani
m Prefix — Device - Port

Prefixes

147.230.0.0/16 TUL-TCZ

147.230.171.0/24 —

20

BGP routing

Showing 1-2 of 2

DEVICE NEXT HOP INTERFACE NEXT HOP BGP PREFIX BGP PREFIX TENANT ~

Cat101 Bundle-Ether111.365 195.22.215.7/31 195.113.74.0/24 C110100 - Akademie muzickych

R1 TenGigabitEthernet0/0/0/20 11.1.2/31 10.1.0.0/16 A010000 - CESNET, zajmoveé sdi

Showing 1-2 of 2

0.4% Liberec Global C160000 - Technicka univerzita v Liberci

BGPConnection Import

0.0% — Global —
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TIS Traffic
20 Gb/s
17.5 Gb/s
15 Gb/s
12.5 Gb/s
10 Gb/s
7.50 Gb/s
5 Gb/s
2.50 Gb/s

0 kb/s

16:45 17:00 17:15 17:30 17:45 18:00 18:15 18:30 18:45 19:00 19:15 19:30

GEANT Traffic

140 Gb/s

120 Gb/s

100 Gb/s

80 Gb/s

60 Gb/s

40 Gb/s

20 Gb/s

0 kbs - - A
16:45 17:00 17:15 17:30 17:45 18:00 18:15 18:30 18:45 19:00 19:15 19:30

NREN Traffic

8 Gb/s
7 Gb/s
6 Gb/s
5 Gb/s
4 Gb/s
3Gb/s
2Gb/s

1Gb/s

At e PN A e NI It TN e PN e

0kb/s
16:45 17:00 1715 17:30 17:45 18:00 18:15 18:30 18:45 19:00 19:15 19:30

Synchronizace s Grafanou

AMS-IX Traffic

6 Gb/s
5.50 Gb/s
5Gb/s

4.50 Gb/s

16:45 17:00 17:15 17:30 17:45 18:00 18:15 18:30 18:45 19:00 19:15 19:30

NIX Traffic

20 Gb/s
17.5 Gb/s
15 Gb/s
12.5 Gb/s
10 Gb/s

75080l WWWMWWJ\M\WJ\'JW

5Gb/s
16:45 17:00 17:15 17:30 17:45 18:00 18:15 18:30 18:45 19:00 19:15 19:30
Google private peering Traffic
7.25 Gb/s
7 Gb/s

6.75 Gb/s

6.50 Gb/s A | i
6.25 Gbls

6 Gbs
575 Gbls

5.50 Gb/s
16:45 17:00 17:15 17:30 17:45 18:00 18:15 18:30 18:45 19:00 19:15 19:30




SSH Authorized keys

B Pro snazsi provisioning/deprovisioning sitovych
spravcu vznikla potieba evidence SSH klicl per zafizeni

. Vytvo ren plugin na Spravu SSH kllcu Virtual Machines / DCTower-HPE
. v , . done-test.cesnet.cz
. Relatlvne novy plugl n Created 2024-06-17 11:39 - Updated 2025-01-11 01:20

Virtual Machine Interfaces n Virtual Disks Authorized Keys a Attachments Config Context

Showing 1-2 of 2

D USERNAME FULL NAME
8 albert Jifi Vrany
2 jankrupa Jan Krupa

Showing 1-2 of 2

B Jakmile vyladime nékteré detaily, tak bude mozna
. publikovan verejné



cesnhet SEMINAR O BEZPECNOSTI

Seminar o bezpeénosti siti a sluzeb E-gr ﬁ : lE
S e R < :i-' L -
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cesnet

Dekuji za pozornost

mate néjaké dotazy?
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