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Omezeny pocet HW prvku

S jakymi problem
.l y p’ . ’y ) Omezene prostory |
se moderni virtualni I\ —
laboratore B
Narocna sprava
potkavaji?

\\ |
Nakladny upgrade zastaralych
technologii




O systemu virtualnich laboratori

* Plne virtualizované prostredi

» Jednoduchy pristup pres weboveé rozhrani a
GUI

» Dostupnost 24/7 s moznosti rezervace casu

* Integrace vzdélavaciho obsahu seminaru s komplexnimi
scénari zahrnujicimi sitové prvky, servery a dalsi ICT
systémy




O systemu virtualnich laboratori

* Pres 150 aktivnich Gzivatelu

« Vyuziti ve vyuce FEL CVUT

« Vyuziti vyzkumnymi tymy FEL CVUT

« Experimentalne pripojené vybrane stredni skoly




O systemu virtualnich laboratori

* Instalovany vykon
> Pres 550 jader CPU
> 4012 GB RAM
> Pres 35 TB SSD/Nvme pole

* Technologie
> Proxmox VE, VMware ESXi (pod spravou vCenter)




Spoluprace s CESNET

- Pripojeni do metacentra

> V prosinci 2024 realizovan samostatny propoj
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NetLab Account Manager

, , Sprava svého
Registace pomoci

zaslaného odkazu

Sprava uzivatelu profilu - pro
uzivatele




Ukazky z NLAM

NetLab Account Manager

() Home Users

The list of all users managed by NLAM.
3 Files

G2 Assign IP to selected b{'—' Release IP from selected E] Delete selected

& My invites
- First name Last name IP address Email AD DN Account type

= Pending requests
[ 1 janedoe@email.com CN=Jane Doe,OU=Grpl,0OU=5tudents,DC=lunar,DC=net
Sa Users

johndoe@email.com CN=John Doe,OU=Grpl,0U=5Students,DC=lunar,DC=net Student
(e Admin

2 Manage account

Logged in as NLAM Admin
(nladmin)




count Manager

Users

The list of all users managed by NLAM.

&> Assign IP to selected &3 Release IP from selected [¥] Delete selected

[ | First name Last name IP address Email Account tyy

[ | Janea : Ol=5dents, DC=lunar, DC=nat Student
Reset password

Resetting password for CN=Jane
| John Doe, OU=Grpl, OU=Students, DC=lunar.DC=net L= udents, DC=lunar, DiC=nel Student

hNew password

RCCOLNt

Generale
Submit

Cancel

LAM Admin




Account Manager

My invites

The list of all invites this account has created.

Create neyw invite

B Delete selected Create new invite

Limit uses
ding requests ) e
[ | Invite 1D u Expiration

Expiration
Bf249231. fa3f05al

n mmdddS vy, - - -

Tecd2353..87elercy AssIgned groups

age account CourseZ, Courses, lunar.net
Coursel, Courses, lunar.net

Sdb3a30f...54aeh0d Course3 Caurses, lunar.net

¢ MZ2c8 /8. ad9hl046 Assigned OU 1712026, 12:00:00 AM

Grpl, Students, lunar.net

agb636e8.  9933e6a8 212025 12:00:00 AM
Create

Cancel

n as NLAM Admin
)




Problemy vznikle vyuzitim VM

Student si na svem pocitaci virtualizuje nami
poskytnuty image pro snadné pripojeni a pouziti

Uprava Image

Nekteri uzivatele

vedla k Spatne nastaveni = ]
o Lo . e . . maji problem s
nestabilnimu sitového pripojeni .
- virtualizaci
prostredi

Bylo potreba zmeny...




Uzivatelske rozhrani:
Kasmworkspaces

« Poskytuje pristup k Windows a Linux desktopum primo pres
webovy prohlizec.

« Umoznuje rychlé nasazeni desktopu bez nutnostni instalace
softwaru na koncova zarizeni.

« Podporuje vice operacnich systému a zarizeni (Windows,
MacOS, Linux, Android)



Ukazky z KASM

|j @ Kasm Workspaces

147.32.211.50;

&2 PRACOVNI PROSTORY i3l SPRAVCE




Overeni konceptu na strednich skolach
Prosinec 2023 - Kvéten 2024 (43 studentu)

Experimentalni Kontrolni
« Pristup 24/7 « Pokracovala bez platformy
* I[mplementace ve vyuce NetLab

« Banka predpripravenych uloh
 Vyuziti platformy NetLab
 Ucitele meli pristup k bance
uloh pro praktickou vyuku



Dosazené skore

Vysledky testovani
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Troubleshoot Day
2024

 Dvoudenni soutez

o 2 studenti z kazde skoly
» Celkem 14 8kol z celé CR




Troubleshoot Day 2025

* Dvoudenni soutez
 Zadani praktickych uloh
* Program pro pedagogicky doprovod
- Ulohy z oblasti:
—Kyberbezpecnost

—Sitove technologie
—Sprava operacnich systému



Projekt CybFut

Cilem projektu je zvyseni
* informovanosti cilovych skupin
» elektronickych utocich a

« zpusobech obrany

Cilove skupiny

» studenti odborného vzdelavani a pripravy
* ucitelé odborneho vzdelavani a pripravy

» studenti vysokych skol




Zpracovavane
temata

Watermarking

in multimedia

Network
intrusion

detection
systems

Deepfake in
multimedia

Security into
applications
and operation
systems

Cybernetic

crime

XSS + SQL
injection

Creation of
Remote—access
VPN

Cyber threats
and risks




Prakticka ukazka



https://netacad.fel.cvut.cz/

Email: marcel.polacek@fel.cvut.cz
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