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CRA DC CORE project - DC fabric

Leaf - spine components

Spines - 7260CX3-64-F (64x 100GE) ARISTA

Leaves - 70505X3-48YC8 (48x25GE + 8x100GE)
Border leaves with MACSEC- 7280SR3M-48YC8 (48x25GE + 8x100GE)
Management - ARISTA Cloud Vision Portal

BGP EVPN as control plane and VXLAN as a dataplane DC1 DC2
2 DCs acting as eventually single EVPN domain % %

Basic design facts ]
Design based on ARISTA best practice - eBGP/eBGP iy L
: AR =B
= =s==

Y\ w_ %
=== =

e — T

EVPN multihoming

Servers Servers

Multitenant L2 / L3 unicast and multicast services BC POD DC POD BC POD DC POD

‘A multi-DC, leaf-spine architecture with BGP EVPN and VXLAN provides scalability, flexibility,
and best-practice Arista design.”
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CRA DC CORE project - Automation Goals

= Phase 1: = Phase 2:
= ZTP (Zero Touch Provisioning) = Improve GIT usage
= Introduce SOT (Source of Truth) & = Cl pipeline for provisioning
templates (AVD) based on new LLD .
@ = Day 2 operations
= Pre-validate LLD in containerlab - . Manual edits of SOT => trigger pipeline

» Introduce GIT S - CLI based application to edit SOT =>
= Automate with change control trigger pipeline

= Migration from legacy to new SOT/network

Phasel
@ O osit B

ANSIBLE CloudVision

1 rok

SOT editor
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Automation - ARISTA AVD (data model)

Docs: https://avd.sh

Inventory -
T all: inja
Playbooks Jinja2 Templates
2 children:
3 CVP: hosts: /_e H ible_host: 10.83.2B.164
T e b PlayBook @
5 DC1_FABRIC: children: name :
6 DC1_SPINES: hosts: hosts:
7 DC1-SPINE1: ansible_host: 18.255.8.11 |:> connection: .
8 DCI-SPINE2: ansible_host: 10.255.9.12 gather_facts: no - e
TP gather Structured Configs s
name:
inventory hostname o limzey ### Ethernet Interfaces ###
E:E:::: » ““"ﬁgsm . ethernet_interfaces:
H v structu .
. name: inventory_hostname - e eones ## L3 LEAF link ##
Varlab|eS cv_configlet: =~ Ethernetl:
cvp_facts: FACTS.ansible_facts peer: DC1-LEAF1A
~ configlets: configlet_list ! DC1-L2LEAF2AymI : X
group_vars configlet filter: Task ! DCI-LEAFIAYmI peer_interface: Ethernet5
! CVP.ymI register: ! DCI-LEAFiBymI peer_l.:ype_:: 13leaf
! DCI-LEAF2AYmI description: DC1-LEAF1A_Ethernet5
I' DC1_FABRICyml e ! DCI-LEAF2Bymi channel_group:
hosts: P|ay ! DC1-SPINE1ymI id: 1
.' DC1_L2LEAFS.ymI connection: ! DC1-SPINEZym| mode: active
gather_facts: no
I' DC1_L3LEAFSymI collections:
' DC1_SERVERSyml k Documentation
tasks:
I' DC1_SPINESyml nane:
import_role: . @
! DC1.TENANTS_NETWORKSyml e Intended Configs
import_role:
I DC'I.ymI |:> name:
» # Spine Switches CloudVisian
. Gl
0 bgp_ast sse01 . -
S $iTe e e of scptate e 43 o ot s Modu|es’ R0|es’ Filters
% | [orrsomess )
a7 idr 1 http://docs.ansible.com/ansible/latest/list_of_network_modules.html
48 mgmt_j 18.255.9.11/24
a9 DCL-SPINEZ:
a s 10.255.8.1228
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Why AVD?

= Few lines in AVD => “Lots of error-free config lines in multiple switches”

$ git diff --numstat intended/configs/dcl-leafla.cfg
27 22 avd-examples/../dcl-leafla.cfg oirter bgp €5181

r-id 10.255.0.3
maximum-paths 4 ecmp 4
bgp default ipv4-unicast

<D

<::} CloudVision

S peer group
remote-as 65101
update-source Loopback®

5 ebgp-multihop 3
assword 7 Q4fqtbgcZ7oQuKkKfulWtNGRQ==
send-community

maximum-routes ©

Document
peer group

d 7 7x4B4rnJhZB438mS+BrBfQ==

open source

send-community
maximum-routes 12000

: P RO




Automation - CRA SOT Services - overlay

= Network services = Endpoints
= VRFs, VLANSs, routing, SVis... = ‘“access ports”

dccore-sot »? cra_connected_endpoints.yaml

dccore-sot » cra_services.yaml|

cra-inet
[Eth2, Eth2]

[cra-dc-111, cra-dc-112]
[ens3f@, ens6fl]
true}

d: 123456
EXAMPLE_service-1234
ce_t service_13_anycast

: SERVER_EXAMPLE_1
normal}

: 1234 i

[dca-phdc-dc-111, dca-p2dc-dc-112]

“tual: xx.xx.xx.153/30

'0dc1:0000: xxxx "}

: PPROFILE-EXAMPLE
1234

[["xxxx:xxx:0:xxx::1/64"'[] file: QOS_PROFILE_EXAMPLE
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Automation - Phase 1 (SOT, AVD, CVP)

Q UNDERLAY
Visual Studlo Code % — —

YAML
AVD
data model

WP

B
g

SOT network fabric ‘
Q} ‘} A N SIBLE CloudVision
A YAML = YAML
migrator.py translator.py AVD
LEGACY CRA SOT data model SRS
services services services
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Automation - Phase 2 (python, GitLab Cl)

® UNDERLAY
Visual Studio Code % |
YAML
AVD
data model
SOT network fabric e
\ ® ® ANSIBLE
avd-editor.py — CcI/cD —
avd-validator.py —_— — —
avd-finder.py YAML @ YAML v
AVD CI‘CD
CRA SOT translator.py
) data model OVERLAY
SErvices services

WP

B
g

CloudVision

=)
L 4

CI‘CO
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Helper scripts - Finder

- avd_finder.py

o Helps and simplifies searching across all yaml files (services, endpoints, port profiles)

o Multiple filters and extended outputs

Finding all objects with CRA_vlan-id: 123 ...

SERVICE TABLES

m VLAN | CRA_ID SERVICE_NAME VXLAN | CRA_NODES
TVPM_DCI 10666123 dca-phdc-bl@1, dca-p6dc-blez

ENDPOINT TABLES

m ENDPOINT_NAME SWITCH SWITCH_PORTS | ENDPOINT_PORTS | PORT_PROFILE m
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Helper scripts - Editor

RE_BRANCH

= avd-editor.py

o Simplify changes on SOT yaml files [ on nter your chotce [o/i/2/31s 2
L ALl nodes in pod "DC1_DCI' have been added.
Do you want to add another ped? [y/n] (n):

@] Real t]me Val]dat]ons ) ¢ Do you want to enable this service? [y/n] (y):
: Do you want to enable VXLAN for this service? nl (y):
Creation is done, please iew the ice det below:

= unique CRA_id

= occupied switch ports

o Handles Git operations automatically

= The user only answers simple questions

Are you satisfied with this service? nl Cy):
the adapter:
7|‘le afap ,er Do you want to commit this service?

6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 2 3, 24, 25, 26, 27, 28, 29, 3@, 31, 32 .
Enter commit message (Create service TEST_999(999)):

39, 4@, 41, 42, 43, 44, 45, 46, 47, 48
switch 'dca-pbdc-bl@2

ch 6 , 9, 1@, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 3@, 31, 32,

39, 40, 41, 42, 4‘3‘ -'14‘ 45 a6 47, an Do you want to make more changes? [ INGH

witch 'dca-phdc-blel” N N
Create a merge request using this link: {lick_here

Enter endpoint ports for the adapter:
Enter the endpoint port corresponding to switch "dca-p6dc-bl@2' port 'Ethe': D
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Workflow - Create service 9999

Deploy

CvP v

release branch
Last configured state

Tasks in CVP

Translate & Build

L 4

Validate

4

SOT
main branch

The main branch for SOT files

Merge to release

feature branch

CHANGE branch for each user Merge to main
(short-lived)
Change COMMIT
avd-editor.py
Service 9999
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Validation Pipeline

= Validations before the merge to MAIN

o Lower error rate in production repository
o Predefined set of validations (Warning & Errors)

o Pipeline fails when error occurs

1.

Manual/Script
changes in »

FEATURE BRANCH

A

validator.py

2.

Before merge to FEATURE
Pipeline:
avd-validator.py

v

CI‘co

=

Create service_|2 asdasdas(22222)

@ Passed  Administrator created pipeline for commit 4427c5d6 [ty 1week ago, finished 1 week ago

Related merge request 166 to merge asdasdasd

latest merge request €0 1job (3 3 seconds, queued for 4 seconds

Pipeline  Jobs 1

validate

& validate-job

.....................................
:

.........................

7.

o B

CloudVision
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Translate & Build Pipeline

= Both stages creates separate commits
= 2 stages:

o Translate A

« Translate CRA files to AVD using avd-translator.py script transiator.py

o Build
= Build intended configs using AVD playbook o
= "make avd_build" in avd repository ANSIBLE
: 4. 5. 6. 7.
Manual/Script Before merge to FEATURE » Merge FEATURE » Tﬁr;ﬂa:]zftaszild » » @
clitgjes Tt Plpglme: to MAIN translator.py + make
FEATURE BRANCH avd-validator.py avd_build P CloudVision

CI‘co CcI/CD CI/CD
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Deploy to CVP Pipeline

= Final stage

o "make avd_deploy_cvp” Merge branch 'main' into 'release’
@ Passed  Administrator created pipeline for commit c566fc2e [ 7 hours ago, finished 7 hours ago
- Deploy intended config files to CVP
latest €01job (U 35 seconds, queued for 3 seconds
o Ends with updated tasks in CloudVision boine Jobe | Toms o
deploy
o Can execute automatic documentation © woyocw (@

(using avd playbook)

6. 7.
. Translate & Build
Marr\]ual/Scrlpt e mPe.rgel.to .FEATURE » Merge FEATURE Pipeline: avd- » Merge MAIN to Fl’:;egt?:et'onfa\ll:; » @
changes in 1pefine: to MAIN translator.py + make RELEASE P -
FEATURE BRANCH avd-validator.py avd build e dggliey ey CloudVision

v

CI‘co CcI/CD CI/CD
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DEMO - User scenario - create a service

= Change request

ALTE

VLAN - 999
VRF - cra-inet
POD - TVPM_DCI

(dca-phdc-bl01, dca-pé6dc-bl02)
L3 interface IP - 100.64.20.2/29

+ Static route

)

CONTAINERIab

= Switch config:

B ==Y = 0

CI/CD

ANSIBLE

vlan 999
name CSNOG
interface V1an999
description CSNOG
vrf cra-inet
ip address virtual 100.64.20.2/29

interface Vxlanl
vxlan vlan 999 wvni 9999

router bgp 65101
vlan 999
rd 999
route-target both 0:999
redistribute learned

ip route vrf cra-inet 192.168.1.0/24
100.64.20.2 name 999 CSNOG

CloudVision

15




How CRA Benefits from Automation

= Improved efficiency A REIOSSTA @

= Reduced risk of errors CloudVision

= Config compliance & validations ﬁ
= Day 2 configurations can be done by L1/L2 engineers e

= Full Configuration visibility & control ANSIBLE

= Audit-Ready & complete change history .
= Enables rollbacks @ O git

CONTAINERIab

= Opens path for further automations & testing

= Testing in a virtual environment =
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Conclusion

= Complex networking justifies automation
= SOT — template — standardized configs
= Its not just about efficiency, but also about validations & testing
= Easier than ever to begin
= Start small & virtual (https://arista-netdevops-community.github.io/avd-cEOS-Lab/)
= Step by step approach
= Start is EASY, production is HARDER
= Phase-by-phase deployment in production
= Create GUI/TUI to edit SOT = auto-validate SOT
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