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Merime ...

Max QPS / spotrebu paméti

* v klidu / pfi zménach

pomeér primarnich : sekunarnich serveru
latenci odpovédi

cas propagace zmen (SLA?)

cas na start serveru



Past vedle pasti

Kontrola testovaciho prostredi!

Viz CSNOG 2024
* Smysluplné méreni kapacity DNS server

"Echo server" na prenos zony nestaci
Konfigurace, logy, formaty - chybi standardy
Stav ...
TSIG, TCP/TLS/...
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https://csnog.eu/media/filer_public/27/01/2701143e-decb-47cf-b44a-d36fc7e87873/spacek.pdf
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Nejmensi zona
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Nejmensi zéna

* SOARR+1xNSRR

» prodleva prenosu zony =
(Cas nacteni zony) - (Cas startu serveru)
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Nejmensi zéna

* SOARR+1xNSRR

» prodleva prenosu zony =
(Cas nacteni zony) - (Cas startu serveru)

* prodleva =-0,354 sekundy
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Nejmensi zéna

* SOARR+1xNSRR

» prodleva prenosu zony =

/\ Presnost adaja /\

enacteni 2024-10-14T12:40:32Z
eStart 2024-10-14T112:40:32.646~Z

Visc 9
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TLD

Par vterin? Deset? Dvacet??
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TLD AXFR

°*ch. TLD

® 14 mil. zdznamu
°*691 MB

® 47 700 DNS zprav

* ~ 26,5 sekund pres UDP+TCP
* +0,6 %, 10 opakovani
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Vyuziti CPU [%]

TLD, primarni server, nacitani, CPU
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Nacitani zony, cekani na vstup
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Nacitani zony, cekani na vstup
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Vyuziti CPU [%]

1

TLD, sekundarni, vyuziti CPU a cas

95 1
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Cas od startu serveru [s]

—_— I
Cas jako %
Transport |- zaklad TCP
: TCP TCP 100+ 1%
| —— TCP+TSIG TCP+TSIG 111 +3%
_ XoT XoT 100 + 3%
' A L XOT+TSIG 114 + 5%
5 10 15 20 25 30
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Spousta malych zon

1,2,4,8, 10, 15, 20, 30, 50, 100 tisic zon
Typicky DNS hosting

Studeny start sekundarniho serveru

* Nema zony na disku
Celkovy Cas umérny poctu zon?
Vliv transportu?

Visc

17



UDP & TCP, cas na1zonu

100 000
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Pomalé... ale stabilni?!

Konstanta, chceme! Velky rozptyl
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Priimérny ¢as prenosu zény [ms]



30 k zon: Vyuziti CPU

400 7 7 7 7 7 7 7 7
' Proc kles4? —— 30k UDP & TCP
-t / /.7 30k UDP & TCP (events)
300- //////////
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30 k zon: sekundani server - log

» ~ 38 sekund po startu

«falled to connect: address not available
°...poprvé

/\ Stav TCP stacku /\
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[kSockets]

30 K zon: TCP TIME WAIT sockety
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TCP: krok 1

* spojeni: (zdrojova IP, zdrojovy port, cilova IP, cilovy port)
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TCP: krok 2

spojeni: (zdrojova IP, zdrojovy port, cilova IP, cilovy port)

Rozsah portu pro odchozi spojeni ("ephemeral”)

*$ sysctl net.ipv4.1ip local port range
net.ipv4.1p local port range = 32768 60999

* 28 231 portu - vychozi hodnota
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TCP: krok 3

spojeni: (zdrojova IP, zdrojovy port, cilova IP, cilovy port)

Rozsah portu pro odchozi spojeni ("ephemeral”)

*$ sysctl net.ipv4.1ip local port range
net.ipv4.1p local port range = 32768 60999

* 28 231 portu - vychozi hodnota

$ ss -t -0 state time-walt
e.. timer: (timewalit, 60sec,0)

 vychozi hodnota: 60 s y
\Visc



[kSockets]

30 k zén: TCP TIME_WAIT spojeni
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Vyuziti CPU [%]

30 k zén: Vyuziti CPU

"R

10 opakovani: Dokonceno za
Y,

default AXFR retry interval 30 + 90 s

LB LT

300

66 — 181 sekund?!

14115 axfrs

75 100 125 150 175
Cas od startu serveru [s]



: CPU profil

30 k zon

nll‘””||||l‘|ll
) .l
E——-S,. 1 1 1
b
d
m
p
e

°
t
b
©
w. y
S_...I
= _
-
.md

.. 64 % celkového Easu?

—
O
(]
(=
c
o
(5)
(2]
=
©
(]
e
[}
|
i
(8]
(2]
I— 1 —

27



TCP vraci uder

* Linux Plumbers Conference 2023: connect() - why you so slow?!
 https://lpc.events/event/17/contributions/1593/
e https://youtu.be/JSHM6PrJWI4?t=19000
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Linux sysctl tcp_max_tw_buckets

tcp_max_tw_buckets - INTEGER
Maximal number of timewait sockets held by system simultaneously.

If this number is exceeded time-wait socket is immediately destroyed
and warning is printed. This limit exists only to prevent simple DoS attacks,

you _must_ not lower the limit artificially,

but rather increase it (probably, after increasing installed memory), if
network conditions require more than default value.

kL $ sysctl -w net.ipv4.tcp max tw buckets=1000

2
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https://www.kernel.org/doc/html/latest/networking/ip-sysctl.html

Linux sysctl tcp_max_tw_buckets

® tcp_max_tw_buckets - INTEGER
® Maximal number of timewait sockets held by system simultaneously.

° If this number is exceeded time-wait socket is immediately destroyed
and warning is printed. This limit exists only to prevent simple DoS attacks,

* you _must_ not lower the limit artificially,

Tak urcite ...

Visc
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https://www.kernel.org/doc/html/latest/networking/ip-sysctl.html

m CPU load, 30 k zones, tcp_max_tw_buckets

Cas jako % "vychozi"
max_tw_buckets hodnoty
262 144 (vychozi) 100 + 64%
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Prumeérny ¢as prenosu: TCP vs. XoT

£ 15000 —_—— ﬂ m UDP+TCP
% 10 000 [— nedéla SOA dota%, ) W XoT+TSIG
= 2000 L — TCP RST po konci prenosu,
vychozi tcp_max_tw_buckets
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1 000 [ —

0 1 2 3 4 5 6

Priimérny ¢as prenosu zény [ms]



Zaverem

Kontrola testovaciho prostredi £ ©© @
Zapomeirite na linearni chovani &

Hodné zén => hodné TCP => hodné ladéni &
*\lylepseni protokolu? Znovupouziti spojeni?

XFR pres TLS muze byt rychlé
e...ndhodou

Vs

L
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