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Resolvers

ountry during the last 30 days before January 20, 2025
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Query type analysis - daily QPS averages for queries with a given QTYPE during the last

30 days before January 20,2025
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Traffic rate by IP version - time series of daily QPS averages for IPv4 and IPv6
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Skalovani vykonu DNS anycastu

Pridavani novych uzli (lokalit)
Navyseni kapacity linek v lokalité
Pridavani novych serveru v lokalité

Vykonejsi DNS démon
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Technologie XDP

Userspace
Aplications
Linux kernel
Network stack
Interuptions,
Firewall,
A Network layer,
Switching,

W Build sk_buff J

Device driver

Drop

Network hardware

T v Simplified XDP diagram
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Prerekvizity HW a OS

« Jadro od verze. 4.18+ (doporucené 5.x+)

 Sitové karty (multiqueue)
- Nvidia (Mellanox) ConnectX-6 Dx (driver mIx5_core)
- Intel series 700 (driver i40e)

- Intel series E810 (driver ice)
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Nastaveni Linuxu a optimalizace sitovky
e Systemd

[Service]
CapabilityBoundingSet=CAP NET RAW CAP_NET ADMIN CAP SYS ADMIN CAP IPC_LOCK CAP SYS RESOURCE

AmbientCapabilities=CAP_NET_RAW CAP_NET_ADMIN CAP_SYS_ADMIN CAP_IPC_LOCK CAP_SYS_RESOURCE

« Konfigurace sitovych karet

_ Poéet kanélfj (Channel) [#CPU nebo #CPU _ —I] root@testbed-a-02: /home/lvacek#> ethtool -1 enp196s0fil

Channel parameters for enpl96s0f1:
Pre-set maximums:

- Velikost paméti (bufferu) [RX 256, TX 1024] s n/a
e n/a
- Preruseni (IRQ) v =
Current hardware settings:
-~ Afinita CPU i i

Other: 1
Combined: 48
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Parametry sitovky

NIC Switch Channel CPU
3 Ll
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Konfigurace Knota
« Module XDP - itk

listen: <ipl>
listen: <ip2>
L

listen: <ipN>

 Route-check

9 xdp:
10 listen: <interface name>
route-check: <on/off>

e Restart Knota 10G 1G

XDP

[ DNS server
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Funguje to? Nevidim viibec sitovy provoz

* Nejsou aplikovany ACL pravidla pro cast DNS provozu

 Tcpdump témeér mici

» Sbér provozu taky nefunguje jako pred tim
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ACL pravidla
* DNS provoz majoritné UDP — XDP

e Ostatni provoz jako predtim odbaven Linuxovym kernelem

* LepsSi upocitat Knotem nez nechat prochazet linuxovym jadrem
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TCPDUMP a monitoring provozu

server.

e Port mirroring « Port mioring

e 8> knotc -f stats | '

DNS server

« S>ip link set dev <interface> xdp off

9: vlanl301@enpl ST,M ST, UP, > noqueue state UP group default gqlen 1000
link/ether
inet 1

0 ope global
valid_Llft forever preferred_lft forever
ineté fe80::6efe ff:fel6 /64 scope link
valid_1lft forever preferred_1ft forever
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Sher dat
 Modul mod-probe

e QOdesilani DNS provozu do UNIX socketu

* DNS Probe (Projekt ADAM)
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Benchmark 40G

Response Rate
Linux 6.12.3, TLD, Intel XL710, (2025-01-06)

31M 43.15
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M 12.53
8M 11.14
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) 557
3M 4.18
2M 2.78
™ 1.39
0 0.00

Query Rate (pkts/s)

¥ BIND 9.20.4 -@ Knot DNS 3.4.3 -® Knot DNS 3.4.3 XDP & 40000Mb/s limit -« NSD 4.11.0
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Benchmark 100G

Response Rate

Linux 6.12.3, TLD, Intel E810-C, (2025-01-16)
48M 66.82

Response Rate (pkts/s)
n
~
=
Throughput (Gb/s)

I T T I I I I I I T T I T I I I I I T T T T
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Query Rate (pkts/s)

- Knot DNS 3.4.3 - Knot DNS 3.4.3 XDP & 100000Mb/s limit - 40000Mb/s limit
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Benchmark 100G — ROOT zone

Response Rate
Linux 6.12.3, ROOT, Intel E810-C, (2025-01-16)
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Query Rate (pkts/s)

-8~ Knot DNS 3.4.3 -@- Knot DNS 3.4.3 XDP & 100000Mb/s limit - 40000Mb/s limit
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Dékuji vam za pozornost!

Lukas Vacek

Lukas Vacek - 21. 01. 2025 CZ NIC IrYeE



Zdroje

Mapa: https://mapy.cz/

XDP diagramy:
https://github.com/tohojo/xdp-paper/blob/master/xdp-presentation.org

Konfigurace sitovky: https://gitlab.nic.cz/knot/dns-benchmarking
Projekt ADAM: https://adam.nic.cz/cs/

Knot DNS: https://www.knot-dns.cz/

Obrazek na slidu 9 a 12 vytvoren ChatGPT
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