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Energotel, a.s.
q provides B2B services

q national optical fiber network (400G backbone)

q internet services, L2 / L3 services

q lease of dark fibers / lambdas

q IT outsourcing

q 24/7 NOC and SOC

q cyber security audits and trainings

q part of critical national infrastructure
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This comes soon …
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… but theory first – how the tool works
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Clickhouse
q column-oriented database management system

q data compression by default

q provides automatic data aggregation (materialized view)

Provides many nice features:
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Clickhouse – Kafka connector
q reads and saves data from Kafka

q auto-parse protobuf (binary) data to structure
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Clickhouse – create table from online data
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Clickhouse – dictionaries
q small tables kept in RAM
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Clickhouse – ALIAS data type
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Clickhouse – SAMPLE function
q performs query on fraction of data (1/n)

q helps to speed up query (where suitable)

q it‘s a deterministic mechanism

q need to specify sampling key on table creation
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Clickhouse – auto data removal
q ability to specify data lifetime
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Clickhouse – the main data table tuning
q sampling key needs to be random INT value –> 

use hash

q sampling key needs to be present in primary 
key (= ORDER BY if not specified)

q filtering by time range is more important than 
sampling key –> use „time_received“ before 
sampling key in primary key

q put only low-cardinality columns before 
sampling expression in primary key -> use 
toStartOfMinute(time_received)

q any INDEX in Clickhouse is skipping index -> 
use small enough granules size
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Available data metrics (from GoFlow2 + computed)
`type` Enum8('FLOWUNKNOWN' = 0, 
'SFLOW_5' = 1, 'NETFLOW_V5' = 2, 
'NETFLOW_V9' = 3, 'IPFIX' = 4),
`time_received` DateTime64(3),
`sequence_num` UInt32,
`sampling_rate` UInt64,
`sampler_address` String,
`time_flow_start` DateTime64(3),
`time_flow_end` DateTime64(3),
`bytes` UInt64,
`packets` UInt64,
`src_addr` String,
`dst_addr` String,
`etype` UInt32,
`proto` UInt32,
`src_port` UInt32,
`dst_port` UInt32,
`in_if` UInt32,
`out_if` UInt32,
`src_mac` UInt64,
`dst_mac` UInt64,
`src_vlan` UInt32,
`dst_vlan` UInt32,
`vlan_id` UInt32,
`ip_tos` UInt32,
`forwarding_status` UInt32,
`ip_ttl` UInt32,

`ip_flags` UInt32,
`tcp_flags` UInt32,
`icmp_type` UInt32,
`icmp_code` UInt32,
`ipv6_flow_label` UInt32,
`fragment_id` UInt32,
`fragment_offset` UInt32,
`src_as` UInt32,
`dst_as` UInt32,
`next_hop` String,
`next_hop_as` UInt32,
`src_net` UInt32,
`dst_net` UInt32,
`bgp_next_hop` String,
`bgp_communities` Array(UInt32),
`as_path` Array(UInt32),
`mpls_ttl` Array(UInt32),
`mpls_label` Array(UInt32),
`mpls_ip` Array(String),
`observation_domain_id` UInt32,
`observation_point_id` UInt32,
`sampler_ip` IPv6,
`src_ip` IPv6,
`dst_ip` IPv6,
`bgp_next_hop_ip` IPv6,

`tcp_flag_fin` Bool ALIAS bitTest(tcp_flags, 0),
`tcp_flag_syn` Bool ALIAS bitTest(tcp_flags, 1),
`tcp_flag_rst` Bool ALIAS bitTest(tcp_flags, 2),
`tcp_flag_psh` Bool ALIAS bitTest(tcp_flags, 3),
`tcp_flag_ack` Bool ALIAS bitTest(tcp_flags, 4),
`tcp_flag_urg` Bool ALIAS bitTest(tcp_flags, 5),
`tcp_flag_ecn_echo` Bool ALIAS bitTest(tcp_flags, 6),
`tcp_flag_cw_reduced` Bool ALIAS bitTest(tcp_flags, 7),
`tcp_flag_acc_ecn` Bool ALIAS bitTest(tcp_flags, 8),

`ip_flag_more_fragments` Bool ALIAS bitTest(ip_flags, 0),
`ip_flag_dont_fragment` Bool ALIAS bitTest(ip_flags, 1),
`ip_flag_reserved_bit` Bool ALIAS bitTest(ip_flags, 2),

`src_as_name` String ALIAS concat('AS', src_as, ' - ', dictGetOrDefault(default.asn_dict, 'asn_name', src_as, 'Unknown’)),
`dst_as_name` String ALIAS concat('AS', dst_as, ' - ', dictGetOrDefault(default.asn_dict, 'asn_name', dst_as, 'Unknown’)),

`in_if_name` String ALIAS dictGetOrDefault(default.engt_ifaces_dict, 'ifDescription', (sampler_ip, in_if), 
concat(sampler_ip, '-', in_if)),

`out_if_name` String ALIAS dictGetOrDefault(default.engt_ifaces_dict, 'ifDescription', (sampler_ip, out_if), 
concat(sampler_ip, '-', out_if)),

`etype_name` String ALIAS dictGetOrDefault(default.ethertypes_dict, 'Keyword', etype, etype),
`proto_name` String ALIAS dictGetOrDefault(default.iana_protocols_dict, 'Keyword', proto, proto),
`src_mac_name` String ALIAS MACNumToString(src_mac),
`dst_mac_name` String ALIAS MACNumToString(dst_mac),
`ip_dscp` UInt32 ALIAS bitShiftRight(ip_tos, 2),
`dir_in` Bool ALIAS dictHas(default.engt_ifaces_dict, (sampler_ip, in_if)),
`dir_out` Bool ALIAS dictHas(default.engt_ifaces_dict, (sampler_ip, out_if))
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Grafana dashboard
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Dashboard controls

q FILTER – „user frendy“ filter (with autocomplete)

q TTYPE – predefined filters (SYN only, fragments, UDP 53/161, …)

q QUERY – custom SQL filter statements (not colleague friendly but my favorite)

q SAMPLING – static or dynamic sampling rate when generating graphs (dynamic adjusts by actual 
time window - shorter the window, lower the sampling rate till 1/1)

q AGGR_IPv4 / AGGR_IPv6 – cumulate data by specified IP range

q TOP_N – how many TOP N items to render in graphs in whole dashboard
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Port scanners detection
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Data links
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Graphs from production
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Graphs from production #1 - upstream provider, partial outage
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Graphs from production #2 - sleepless night, DDoS attack to customer
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Graphs from production #2 - sleepless night, DDoS attack to customer
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Graphs from production #2 - sleepless night, DDoS attack to customer
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Graphs from production #2 - sleepless night, DDoS attack to customer
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Graphs from production #3 - yet another DDoS attack
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Graphs from production #3 - yet another DDoS attack
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Graphs from production #4 - Fortnite update release, „gamblers look like a stars“
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Graphs from production #5 - DDoS attack with destination port sliding each 7 seconds
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Graphs from production #6 - measurement of antiDDoS system reaction time
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Graphs from production #6 - measurement of antiDDoS system reaction time



Thank you for your attention

Blažej Krajňák
CSNOG | 22.1.2025


