WIFI at the Physical Layer
How do 802.11 Protocols Work?

A deep dive into the 802.11 protocol family
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About Unimus

Unimus is a multi-vendor system for:

—Network Disaster recovery
—Change Management U
—Network Automation

—Configuration Management Unimus
—Network Auditing & Compliance

Come and see us at our booth!




Note for posterity

If you find this presentation online in a .pdf, please watch the
video

Proper explanations to every slide and much more
information available

https://www.youtube.com/c/TomasKirnak/videos



https://www.youtube.com/c/TomasKirnak/videos

Basics & Physics



What is wireless

* Wireless communication - prenos informacii medzi dvoma
alebo viac bodmi ktore nie su prepojené elektrickym
vodicom.

« Data prenasame pomocou elektro-magnetickych vin
— Dnes najpouzivaniejsie - pomocou radii

« Iné moznosti:
—FSO - free space optics









Physics that brought us here

« 1865 - Maxwell predicted electromagnetic waves
- 1887 - Hertz generated and detected electromagnetic waves

* 1900 - Planck's Quantum Theory
« 1924 - Louis de Broglie’s Wave-Particle Duality
* 1926 - Schrodinger Equation

* 1940s - Pauli, Richard Feynman - Quantum Electro Dynamics



WIiFI and guantum mechanics

» WiFi is quantum mechanics put into practical technology

e Quantum Electro Dynamics - the only full understood and
fully described quantum theory

* QED is a part of Quantum Field Theory
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About EM radiation

« EM radiacia v celom spektre je 24/7 vyzarovana slnkom
— Aj vsetkymi ostatnymi hviezdami vo vesmire

 "Kozmicka" radiacia taktiez konstantne dopada na zem v
celom spektre

« EM - Light is just a wave that carries energy from a point to
a point.



Space radiation
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Space radiation - Andromeda

Infrared Visi'ble Ultra-violet
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What are we actually using

« Mikroviny - elektromagneticka radiacia
—rovnaka ako normalne svetlo, ina frekvencia

* Ne-ionizujuca radiacia - bezpecna
—Ziadne neziaduce ucinky na zive bunky / DNA
— minimalna interakcia s pevnou hmotou*

*Each subsance has resonant frequencies



Dangers of EM radiation

* Jonizing (high energy) EM radiation is dangerous because it
lonizes atoms

— It has so much energy it can knock electrons out of atoms

* This ionizes molecules, which damages molecular bonds -
damages DNA and other living cells



Why are we even alive

 Earth has an atmosphere and an geomagnetic field.

* These 2 phenomena filter (absorb and reflect) most ionizing
radiation hitting our planet from space
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The medium

* All waves travel in a medium
—for mechanical waves, this can be many things
—for EM waves, its our space-time

« When we communicate over EM radiation, this means our
EM waves share this medium with all other EM waves



INnterference

* All waves on the same frequency (and same polarization)
interfere with each other

* In physics, this is not really interference, its wave
combination...



Basics of Interference
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INnterference for us

 Interference is anything which modifies, or disrupts
a signal as it travels along a channel/medium (air, vacuum,
copper wire, fiberoptic strand) between a source and a
receiver

 Pridavny/dalsi alebo nechceny signal ktory prichadza s
nasim dobrym signalom



INnterference types

 Electromagnetic interference
— Aka kolvek ina EM radiacia z akéhokolvek zdroja na rovnakej frequencii

e Co-channel interference

— Niekto pouziva rovnaky kanal (vysvetlené za chvilku) ako ja, alebo cCast
mojho kanalu

« Adjacent-channel interference
— Niekto pouziva kanal ktory je velmi blizko mojmu

 Co-polarization interference
— Viac o polarizacii za chvilku...

A kopa dalsich...



Where s interferenae from™

Self-caused interference
— Zly vyber mojich vlastnych kanalov (toto by sa Vam nikdy nemalo stat)

Others causing interference
— Niekto iny pouziva (alebo prave zacal pouzivat) rovnaky kanal ako ja

Signal cancelation
— Wireless cez telesa vody

SEECH.
— Kozmicka/slnecna radiacia
— Slnecné erupcie...



Unexpected interference

» Signal cancellation over water
« Water reflections after rain

« Oxigen absorbtion bands
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Progress of technology

e 1887 - Heinrich Hertz;

— “I do not think that the wireless waves I have discovered will have any
practical application.”

« 1895 - first wireless transmissions in Italy (Marconi)
* 1901 - first transatlantic radio transmission

« 1920 - first public Radio Station

« 1978 - GPS

* 1983 - First voice mobile network



Wave polarization and interference

« In perfect situations - waves with different polarization do not
interfere with each other
— This assumes total polarization differential = 0° vs. 90°

 But co-polarization interference is also possible

 This happens when 2 waves are close enough to each other to
interfere with each other

— Example = 0°vs. 15°



Why are we talking about this?

 Using 2 differently polarized waves, and sending different data on
each one concurrently, we can double our speed!

— We call this using multiple spatial streams.

* In reality, wireless antennas do exactly this to increase capacity or a
wireless link.

« Modern antennas have multiple arrays internally to leverage this,
connectors are marked for example H and V.



Wording clarification

« Ak pouzivame jednu polarizaciu, pouzivame jeden Spatial
Stream.

e Spatial stream = wireless chain.
— Kazdy vysiela inac polarizované viny aby nebola interferencia



Wireless chains example

 Using 2 chains, your card can broadcast 2 independent data streams
— 2 data streams = 2x data rate

« To avoid self-interference, these signals have to be physically separated

« We have a dual-polarity antenna. We connect each chain to a different
polarity on the antenna.

 Using horizontal and vertical polarization, we achieve complete physical
separation and avoid self-interference.



Wireless channel

* A channel is a frequency range needed for communication

* Any frequency range can be considered a channel
—2400 - 2402 MHz -2 MHz channel
— 5820 - 5860 MHz -40 MHz channel












Encoding problems

* All of the previously mentioned encoding schemes have
their problems:

— Amplitudneho enkodovanie by bolo velmi lahko narusitelné
interferenciou

— On/off enkddovanie by vyzadovalo nemozne presné casovanie (+
opat problém s interferenciou)

— Freq. enkodovanie by si ziadalo extrémnu kontrolu freq. Spktra (+
interferencia...)
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binary
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How does OFDM work?

e Fourier transformations




What encoding means for us

 Pointa
— LepSie enkodovanie = lepsia rychlost

» Cim menej oscilacii je potrebnych pre prenost jedného bit-u,
tym viac bitov mozeme preniest za jednotku casu (lepsia
rychlost)



Even better encoding

* As technology evolved, some of the previous drawbacks
were eliminated.

* Most advanced encoding schemes combine multiple of
these techniques to achieve even better encoding rates

* Phase change, amplitude based encoding and channel
splitting into sub-carriers is combined in QAM



Feal axis {in phase)




Symbols

« A symbol represents the basic unit of information.

* Each symbol is a distinct signal that conveys one or more
bits of information.

 In BPSK, 2 symbols - positive or negative phase shift
* This is limiting, so modulations schemes get creative.
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Better QAM
 Actual 64 QAM with -35 and -65 signal strength
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What encoding means for us

» Bottom line:
— For best speed, we need best possible signal strength
— For best speed, we need least possible interference

» Its possible for better encoding to produce less actual speed
- why?



Guard interval

 Guard interval (GI) is used to ensure that distinct transmissions do
not interfere with one another

« The purpose of the guard interval is to introduce immunity to
propagation delays, echoes and reflections

« Lower GI gives better speed, but less protection

* Link with bad signal will therefore choose to run at higher GI -
lower speed
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Wireless networking standards



Wireless standards

 Physical Layer (Layer 1) Standardy, umoznuju komunikaciu
cez EM radiaciu (ziarenie)

* Vrchné layer-y mozu byt cokolvek (Ethernet na L2, PPPoE na
L2, IP na L3, atd.)



Wireless standards

IEEE 802.11b
— 2.4GHz frequencia, 11Mbps

IEEE 802.11g
— 2.4GHz frequencia, 54Mbps

IEEE 802.11a
— 5GHz frequencia, 54Mbps

IEEE 802.11n
— 2.4GHz alebo 5GHz, 600Mbps (produkty dostupné na 300Mbps)

IEEE 802.11ac
— 5GHz, 6.9Gbps

IEEE 802.11ax
— Wifi 6, 9.6Gbps

IEEE 802.11be
— Wifi 7, 23Gbps



Compatibility
* All wireless protocols are backwards compatible

e If a client can run a higher protocol then the AP, the client
will fall down

e If an AP can run higher protocol then the client, the AP will
fall down



802.11b/g

« 22 MHz potrebnych pre komunikaciu - nazyvane channel
(kanal)

* Frequencia - 2.4 GHz
* Jeden spatial stream

 Podla requlacii v krajine nasadenia
« 2400 - 2499 MHz
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802.11a

e 22 MHz needed to communicate

* Frequency - 5 GHz
e One spatial stream

 .11ais just a 5GHz implementation of .11b/g



5 GHz channels

« 12x 20 MHz non-overlapping channels
* 5x 40 MHz non-overlapping channels

5150 5180 5200 5220 5240 5260 5280 5300 5320 5350 5735 5745 5765 5785

« May be more depending on your country regulations on
free wireless spectrum



802.11IN

« 20 MHz potrebnych pre komunikaciu
— Vie zdruzit'2x 20 MHz kanaly do 40 MHz kanalu

e Dual-channel = 2x rychlost

« Up to 4 spatial streams = 4x rychlost

— Produkty nikdy neboli dostupne s viac ako 3 - ale 2 je znami .11n 300MBit
Standard

« Frequencia - 2.4 GHz alebo 5 GHz
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S02.11ac

« 20 MHz channel as well
— Can bond for 20/40/80/160 MHz channels

 Octal spatial streams + 256 QAM

e Frequency - 5 GHz only



Theoretical throughput for single Spatial Stream (in Mbit/s)
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UNII-1

UNII-2

Frequency 5170
MHz

5330
MHz

UNII-2-Extended

UNII-3

ISM

5490
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5710 5735
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5815 5835
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Real life



Promises vs. reality

» Data-rates presented in these tables are only "air rates".
This is the rate of binary transmit on the wireless interface.

* This number does however not represent real wireless
speed which your link will run at.

* Wireless is half-duplex and uses ACKs - CSMA/CA
« Frame corruption can occur due to interference.
» Collisions and re-transmits happen a lot



Promises vs. reality

« What to really expect:

— With standardized wireless (.g/.n/.ac) at maximum (in optimal
conditions) 60% of the air-rate can be expected as real L4 udp
throughput.

* TCP will be less (due to duplicate ACK-ing)
— Usually 45-50% as TCP throughput.

» There are options - proprietary protocols



Your homework



Are you ready padavan?

* Here is the full MCS index table for all wireless protocols:
* https://mcsindex.net/



https://mcsindex.net/
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That's it, thank youl!



Q&A session



