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Čas techniků je drahý

Troubleshooting je na problémy,

kt je levnější řešit hned a nečekat na důsledky

Čím začít?



#1 Outgoing DDoS

#2 Hacked camera damaged /22 prefix

#3 Hotline on steroid

#4 Syslog

Co si odnést

Use cases



#1 case

Latency issue at Enterprise customer



Latency and connection issues in MS Teams 

Anomaly

For ~10 minutes 

Every ~1.5h 



Zabbix 
 
Mikrotik winbox 
 
Smoke ping 

Typical stack



CPU on router



Traffic on port One eth port w/ peaks in bps 
 



SNMP - 1D dimensional time series - what’s happening with the router 

SNMP x Flows

Flows - high-cardinality big data - who is communicating with whom 



All traffic BPS, PPS, FPS, talkers Flow data

10 minutes 



Before anomaly  

Before / after
During anomaly 



Drill down

Source port = 53 



Distributed attack using open DNS ports 

Reflection attack

Mitigated using BGP FlowSpec: Src/Dest ports = 53/24335 



Automated scan (every night) 
 
DNS port open on SME customer’s public IP 

 
Example screenshot (not the actual case) 

Open ports



ISP could lose its customer if not resolved next day 
 

Other customers could be influenced 

ISP was able to detect anomaly and find root-cause 
 

ISP mitigated it before customer called.  
 

Open ports scan and alerting set up to spot anomaly earlier next time 

Outcome

Risks
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#2 case

Talkers anomaly vs IP reputation



Calculated on 10s interval 

Anomaly on talkers



Before anomaly  

Before / after
During anomaly 



Anomaly on port 23



Single host traffic



Impact

● Home camera on botnet

● IP on blacklist

● /22 IP Prefix on blacklist

● 30+ emails from ASNs

● Clean up
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Case #3
Hotline operator on steroids



ASN enrichment



Src/Dst Country



Open ports



Vulnerabilities



ISP was able to quickly respond to customer complaints on hotline 
 

Technical support can easily rule out operator’s fault 
 
In some case junior support person can answer 

Spending valuable time of technical stuff on trivial issues 
 
Not being able to prove SLA to enterprise clients 

Benefits

Risks
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Case #4
Syslog for troubleshooting



Logs
Logins & configuration push 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Shrnutí
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Troubleshooting je na problémy,
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Závěr



Čas techniků je drahý
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SNMP/OTel

Netflow

Active scans

IP / prefix reputation

DNS resolving

Correlate multiple data sources

Technici

Nástroje

Zdroje dat

Orchestra



Čas techniků je drahý

Troubleshooting je na problémy,

kt je levnější řešit hned a nečekat na důsledky

Používejte více zdrojů dat, vč netflow

Používejte ⏣ kt jsou efektivní

Závěr



Ad hoc queries https://www.youtube.com/watch?v=cycMnXpbIpU

https://www.youtube.com/watch?v=cycMnXpbIpU


Děkuji 

Photo from thedatascientist.com/

Root 
cause 
analysis


