DNS pod kontrolou

Jak postavit moderni bezpecny resolver pro ISP
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Co jsou hlavni priority pri sprave site?
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Co se stane, kdyz DNS resolver neodpovida?
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DNS Resolver OQutage: Impact on Popular Services
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Jakeé jsou pozadavky na moderni DNS resolver

Rychlost

Spolehlivost

Vysoka dostupnost

Filtrovani hrozeb

Rate limiting / DoS prevention
DNSSEC validace

Soukromi
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Rychlost & spolehlivost

* V prvérade je to o spravné volbé SW & HW
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Rychlost & spolehlivost

« HW dimenzovat radove vyse nez na bézny provoz
» Skalovatelna architektura (viz déle)
e Jako SW je jednou z moznosti Knot Resolver
- spolehlivy
- rychly

- modularni
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Vysoka dostupnost
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Vysoka dostupnost — vice nezavislych instanci

Zavisi na klientovi
Vytizen jen primarni resolver
Odstavka resolveru => timeoute DNS dotazu
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dns queries

DNS client

Routing & switching

resolv.conf: \
nameserver 192.168.0.1

nameserver 192.168.0.2

dns queries

192.168.0.2/24
Firemni sit
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Vysoka dostupnost — VRRP/Keepalived

/ DNS client

conf:

server 10.0.0.53
eserver 10.0.0.1
server 10.0.0.2
server 10.0.0.3
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* Prehazovani VIP adresy

* Potreba restartu DNS démona
Neskaluje - vytizeny jen server s VIP adresou

[ ]
Routing & switching

Resolver #2

10.0.0.2/24
10.0.0.1/24 10.0.0.3/24
VRRP 10.0.0.53/24 ’
keepalived
Firemni sit’
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Vysoka dostupnost — IP anycast

Primarni adresa IP anycast
Vysoka skalovatelnost
Vysoka redundance
Geograficka redundance
Muze byt /32 a /128
VXLAN a anycast VRRP
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resolv.conf:
172.16.0.6/24 DNS client nameserver 10.0.0.53
Default route nameserver 192.168.0.1
172.16.0.1/24 nameserver 192.168.0.2

nameserver 192.168.0.3

dns queries

VRRP 172.16.0.1/24
172.16.0.252/24

172.16.0.251/24
172.16.0.250/24 — A
[uA R
X,

Routing & Switching

dns queries dns queries

anycast advertising anycast advertising

dns queries

anycast advertising

Resolver #1 ‘ Resolver #2 J { Resolver #3

192.168.0.1/24 192.168.0.2/24 192.168.0.3/24
anycast 10.0.0.53/32 anycast 10.0.0.53/32 anycast 10.0.0.53/32
Firemni sit
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Filtrovani hrozeb

« Mame do DNS zasahovat filtry?
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Filtrovani hrozeb

* Ma to byt standard nebo priplatkova sluzba?
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Filtrovani hrozeb

PInéni zakonnych pozadavku

Ochrana uzivatell pred zavadnymi doménami
Stahovani primo ze zdroje nebo cron scripty
Vlastni, verejné i komercéni zdroje deny listl

Moduly na dynamické filtrovani 1 local-data:

2 160748
3 - file: /tmp/adult.rpz

4 tags: [ adult ]

5 # security blocklist applied for everyone
6 - file: /tmp/security.rpz

7 - watchdog: auto

yaml
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Rate Limiting

Zamezeni zneuzivani vasi sluzby k odrazenym dtokim
Ochrana sluzby samotné

Omezeni poctu dotaz(l z adresy, sité

DNS flood, DoS, DNS aplification utoky

iptables, nft nebo knot-resolver

Optimalizace pameéti a CPU

1 rate-limiting:

2 enable: true

3 instant-limit: 100
4 silbipi:2

5 rate-limit: 500
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DNSSEC validace

* Dnes standardem, ale i tak se na néj zapomina
» Qvéreni validity DNS zdznami
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Soukromi

Témér veskera komunikace se Sifruje, ale DNS stale ¢asto ne
Let’'s Encrypt certifikaty
Cast&jsi rotace certifiatl
Dig/kdig +https +tls

1 network:

2 listen:

3 - interface: &interfaces
4 - '<ip address>'

5 - '<ipv6 address>'

6 # DNS over TLS

7 - interface: *interfaces
8

kind: dot
9 # DNS over HTTPS
10 - interface: *interfaces
1 kind: doh2
12 tilsi:
13 cert-file: <path to cert>
14 key-file: <path to key>
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Dekujeme vam za pozornost!

Tomas Hala & Lukas Vacek
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Odkazy

Denylisty.cz
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