INntro to non-WiFi
wireless protocols

An overview of commonly used non-WiFi protocols



Who am [|?

Tomas Kirnak < >

Team Lead @ Unimus

System & Network Architect

Automation & Monitoring NETCOREJSA

Ex-MikroTik Trainer, Consultant Unlmus



About Unimus

Unimus is a multi-vendor system for:

—Network Disaster recovery
—Change Management U
—Network Automation

—Configuration Management Unimus
—Network Auditing & Compliance

Come and see us at our booth!




Note for posterity

If you find this presentation online in a .pdf, please watch the
video

Proper explanations to every slide and much more
information available

https://www.youtube.com/c/TomasKirnak/videos



https://www.youtube.com/c/TomasKirnak/videos

Objective of this presentation

* Minuly rok sme robili deep-dive do fyzickej vrstvy WiFi.

» Tento rok vSak ideme do sirky.

 Pointa tejto prezentacie je aby ste dostali Siroky prehlad o
tom akeé nie-WiFi protokoly existuju.

 Taktiez si povieme Co je dovod ich existencie.



Why Non-WiFi
protocols exists at all



Goals of WIFI

* WiFi je short-range high-throughput protokol. WiFi je taktiez
power-nungry a high-latency.

 V roznych inych pouzitiach vSak mozme potrebovat daleky
dosah a nizky prietok.

 Alebo IoT batériové senzory mozu potrebovat bezat roky na
bateriu.

 Inokedy potrebujeme low-latency jednosmernu komunikaciu.



Balance of things

*Range * Latency
* Battery life * Reliability
* Throughtput Scale

Kazdy protokol si vyberie 2-3 z tychto kritérii na ukor ostatnych.



Band Channels BW

60 MHz of Spectrum
3 Channels Allocated

500 MHz of Spectrum

25 Channels Allocated

Up to
1,200 MHz of New Spectrum

56 Channels Available
including up to seven 160 MHz Channels

Spectrum available in the 6 GHz band varies by geography.



Why go non-WiFi?
« WIiFi (802.11) je vyvorny protokol pre prenos dat v IP sitach.

e [0T, telemetria, alebo real-time remote control vSak casto
potrebuju presne opak toho co WiFi prinasa.

* Existuje pre to kopa dalsich protokolov ktoré su purpose-
made na tento ucel.



Useful notes to remember

« Kazdy protokol ma vyhody a nevyhody.

» If something sounds worse than WiFi - that's intentional.
* What problem is more important than speed?



HalLow (802.11ah)

WIFI but not as we know It



What i1s HalL.ow

» Technicky stale hovorime o WiFi.

» HaLow vsak pouziva 868/915 MHz



HalLow priorities

» Wi-Fi, but Slower, Farther, Cheaper.

» Obetujeme rychlost, avsak ziskavame:
—Dosah
— Power efficiency
—Nizsia cena
—Az 1.000 klientov na SSID



802.11ah US Bandwidth Options

902MHz
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Modulation and coding schemes
Data rate (Mbit/s)""!

1 MHz 2 MHz 4 MHz 8 MHz 16 MHz
channels channels channels channels channels

MCS  Spatial Modulation
index’!  Streams type

8 us 4us 8pus 4pus 8us 4pus 8 us 4 us

8pus Gl 4ps Gl
Gl Gl Gl Gl Gl Gl Gl (c]]

BPSK 0.3 033 (065 |[0.72 1.35 1.5 2.93 3.25 5.85 6.5

QPSK 0.6 0.67 1.3 144 2.7 3.0 5.85 6.5 1.7 13.0

QPSK 0.9 1.0 27T 4.5 8.78 17.6 195

16-QAM 1.2 : 2.89 : 6.0 i i 7 4 234 26.0
16-QAM 1.8 : : 4.33 . 9.0 17.6 35.1 39.0

64-QAM 2.4 : 5.78 120 234 46.8 52.0

64-QAM 2.7 . 6.5 13.5 | 26.3 52.7 58.5

64-QAM 3.0 : 15:0° | 29.3 58.5 65.0

256-QAM 3.6 2 : 18.0 | 35.1 70.2 78.0
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When i1s HalLow useful?

Large IoT sensor networks
Vehicle monitoring (warehouses, farms, etc.)
Obstacle penetration

Long-range low-bandwidth links
Links over water

Co-existance with other high-troughput 802.11 protocols



Halow hardware

« PCle HaLow karty sa daju kupit'za 5-15 Euro
* HaLow AP / client cca 50-70 Euro

* seeed studio
rEREBOSHEE: o ol




Hal.ow connection model

AP - Station model
« Same as WiFi

* IP (v4 alebo v6) na vyssich vrstvach.

« Kedze HalLow je 802.11 plati vsetko ostatne Co aj pri
“klasickom” WiFi.



/-Wave

| ow-Power Mesh



Data Rate(R1,R2,R3) Preamble

Binary Data Input | Modulator Coding Frame RF

Upconverter

(From MAC layer) (FSK/GFSK) T {Manchester/NRZ " Formation

RE=10:6-Kbps; 8240 Kbps; R=100 Kbps Z-wave Physical Layer Transmitter




/Z-Wave priorities

e JoT / sensor mesh network.

» Obetujeme rychlost aj cely IP stack, ale:
— Dosah
— Power efficiency
— Odolnost'interferencii
— Mesh



o—m—
868.42 MHz 1n Europe, 908 .42 MHz 1n US




Modulation and Coding Format

Data Rate Designation Modulation Coding
R1 FSK Manchester
R2 FSK NRZ

R3 GFSK (BT=0.6) NRZ

Z-Wave Data Rate and Accuracy

Data Rate Designation Bit Rate Symbol Rate
R1 9.6 Kbps 19.2 Kbaud
R2 40 Kbps 40 Kbaud

R3 100 Kbps 100 Kbaud

separation Symbols
40 KHz+/-10% Binary
40 KHz+/-10% Binary

58 KHz+/-10% Binary

Accuracy
+/- 27 ppm
+/- 27 ppm

+/- 27 ppm




/-Wave connhection model

* Primary controller
* Node-y ktore maju specificke role

* Mesh routing s hop limitmi









Zlgbee

The next level of Z-Wave



What is Zigbee

 Zigbee je evolucia Z-Wave.
* Open, mesh, scalable, complex

 Versioned in capabilities (like WiFi)
» Forward and backward compatible

* Fyzicka vrstva je 802.15.4.



Zlgbee priorities

* Be better than Z-Wave

« 2.4 GHz or 868/915 MHz
« Podpora viac zariadeni
 Better power management



Zlgbee versions

« Podobné ako WiFi protocoly, aj Zigbee ma verzie
« (802.11n, 802.11ac, atd.)

« Dnes uz prosim nekupujte nic starsie ako Zigbee 3.0
« 3.0 a 3.1 su dnes najpopularnejsie

e Zigbee 3 pracuje na 2.4 GHz
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Zlgbee 4

 Zigbee 4 bolo vydané iba minuly rok
* Pridava podporu pre 868/915 MHz

koordinator ktory to podporuje




Frequency Band (MHz)
-

24835
e L o
el o B

Symbol Rate | 20 40 62.5
(ksps)

Unlicensed Americas | Worldwide
Geographic (approx)
Usage

Frequency 40 ppm
Stability



Coordinator

Device

Device

Router




Star Topology

\T/

.'\‘O
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PAN
Coordinator O

Peer-to-Peer Topology

PAN
Coordinator

@ Full Function Device
O Reduced Function Device

> Communication Flow




Kitchen Sensor

Rack TH Sensor
Workshop Bosch TH Water Leak
Bathrooph Wall Switch
Bathroom T Motign Sensor
Livingroom Balco|
Outside East TH Sensor
Kitchen Si Outlet Woaorks IMOU Contact
Service Fan Button : op Vallhorn
PC
Service Up Motion Sensor Sel =
Workshop Hue Dimmer
Service Leak Sensor
Service Down Motion Sensor
Service Wall Switch o
Outlet
Office g Light Bathroom Leak Sensor
Outside North TH Sensor
Bathroom Fan Button
Kitchen Filter Leak Sensor
Office Dressing Door Sensor Service Door Sensor

Office TH Sensor



When is Zigee useful?

«Same as Z-Wave, but

—Better
—Newer



A look at a real Zigbee network

Actual Zigbee network demo






Thread & Matter
Where the future is headed



What Is Thread and Matter

* Thread a Matter su rodinka protokolov pre buducnost' IoT

e Thread je PHY
- Matter je application layer / control protocol



Thread/Matter priorities

 Next generation protocols

 Be better than Zigbee
* Brings back IP stack (IPv6)
« Improves resiliency



What is Thread

* PHY (Fyzicka) vrstva, stale 802.15.4.

* Low-power mesh
* Nativne IPv6
* Dizajnovane pre moderné IoT



Frequency Band (MHz)
-

24835
e L o
el o B

Symbol Rate | 20 40 62.5
(ksps)

Unlicensed Americas | Worldwide
Geographic (approx)
Usage

Frequency 40 ppm
Stability



Thread connection model

« Leader

* Router

* End Device

« Border Router

« Automaticky vyber role (vs. staticky Coordinator na Zigbee)
* Lepsia resiliency proti vypadkom



Matter Bridge to control Another ecosystem/platform
Other IoT Network Standard may be used at the same time
with Matter apps & devices. to control the same Matter devices.

& matter

O..
.

Border Router can be
built into many devices
such as access points,
smart speakers, etc.

Matter Devices of
different types & brands,
sharing the same
Thread mesh network.

@ Matter Device O Matter Bridge

. Thread Border Router . Non-IP Device

&

O Thread Mesh Extender === |IP Connection

O Thread Battery
Operated Device




What Is Matter

* Unifikujuci komunikacny protokol (nie PHY vrstva, vyssie).

« Cez Matter ovladame jednotlive IoT zariadenia - teda
posielame im prikazy co robit.

« Matter je vendor-neutral.



When is Thread/Matter useful?

« Rovnaké ako Zigbee, ale next-gen

e Zatial je na trhu ale menej Thread/Matter zariadeni ako
Zigbee.

 Zigbee je viac mature ecosystem, Thread/Matter novsi.



LoRa
When the Network Stops Being a Network




LoRa priorities

* Extreme range
« Extreme noise resiliency

* Chirp spread spectrum PHY
* Very very large “networks”

* Flexible, can offer very low stable latency



| oRa Is different

« Until now, we assumed:
— Bidirectional communication
— Centralized control
— Predictable latency
— A “network” you can debug

 LoRa breaks all of these.



What is LoRa then??

* Pri LoRa vieme hovorit o 2 veciach:

e LoRa - radio modulation (PHY)
* LoORaWAN - MAC + network protocol (upper layers)



LoRa frequency range

- Whatever you want... but most commonly:

e 433 MHz

* 868 /915 MHz
1.1 GHz

e 2.4 GHz



| oRa connection model 1

 LPWAN (Low-Power Wide Area Network)
e Star topology

e Devices talk to gateways

« Gateways forward to network servers



| o|Ra comnhection model 2

* Class A - uplink-only, lowest power
* Class B - scheduled receive windows
e Class C - always listening

* Neexistuje “asociacia” ako u WiFi.

» S LoRa zariadeniami nekomunikujete priamo, ale Cakate
kedy vam poslu data.



Chirp modulation

« LoRa PHY pouziva “chirp” modulaciu
« Toto umoznuje komunikaciu aj ked je noise vecsi ako signal.

LoRa Symbles [8 preamble, 2 Sync, 5 Symbols]
i 7

WWW.unimus.net



Real use-cases ofllLoRa

 LoRaWAN (thousands of sensors)
 Meshtastic (LoRa PHY)

* ExpressLRS (LoRa PHY)



gas monitoring

TCP/IP SSL
LoRaWAN™




Meshtastic

« Meshtastic is a decentralized .
wireless off-grid mesh
networking LoRa protocol.

« The main goal of the project
Is enabling low-power, long- o N,
range text communication. e R S



ExpressLRS

« RC control link pre UAV (drony, lietadla, atd.).

« ExpressLRS aims to provide the best, high refresh radio control link
while maintaining a maximum achievable range at that rate with
low latency.

» Vast support of hardware in both 900 MHz and 2.4 GHz
frequencies.



ELRS RC Transmitter

O

N ELRS Transmitter
Eapop nkinay Flashed with
mission planner, INAV
configurator, BF
configurator, etc.

ELRS OTA uplink/downlink

ExpressLRS RC link
ExpressLRS standard CRSF TLM

Serial TLM uplink

Serial TLM downlink

Airport connection

ELRS RC receiver

protocol

K, MSP, or any
er serial protocol

ELRS receiver
Flashed with

miro ite




Magic of ExpressLRS

 Dorucenie control packet-ov do 100km v spravnych
podmienkach.

« Extrémne nastavitelne - od short range low latency cez long
range high latency.

* Noise and jamming resiliency



That's it, thank youl!



Q&A session



