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Internet vs. DeepWeb vs. DarkWeb

Verejny , hodny“ Internet:
e 10 mil web
* cca. 1% obsahu

* Deep WEB:
* 1,1 mld webu

* Temné vody DarkWebu:
* <1 mil webu
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Prekvapeni? ISP?

* Ne vzdy se ale vsude lze dostat (obcas ani VPN nefunguje)

* Omezeni dostupnosti sitovych zdroju:
e Cenzura ... obcCasicilena a s jasnym zamérem
* Potirani trestné Cinnosti/ legislativa
 ,eliminace” nevhodnych zdroju
e Pud sebezachovy ISPku

* Jak budete reagovat na Qchyceni malicious trafficu v siti?
* Obcas celkem problém @

TLP:GREEN
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Omezujete pristup k nevhodnému obsahu?

* Provadite monitoring spravované site?
e Netflow? Barracuda

* Payload komunikace?
e TLS interception?

 Jak vwvhodnocujete zavadny obsah?

& AbuselPDB

RANSOMWARE

ABUSE " [
TLP:GREEN
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Al modely vs. DarkWeb

® ChatGPT v
e Qf Grok 2 & cieeie

powershell 0 Copycode %  3ce bude pres udp

e Heslo "yourefired": V roce 2016 nizozemsky bezpecnostni vyzkumnik Victor Gevers
Tomu boht a jeho tym udajné ziskali pfistup k Trumpové Twitter uctu. Heslo "yourefired" (odkaz
neopravné na jeho znamou frazi z poradu The Apprentice) extrahovali z dat uniklych pfi prolomeni
LinkedIn v roce 2012 a zjistili, Ze Trump ho stale pouziva pro Twitter"4,10. Gevers se

komunikuje pres
S server.

Rad ale po do Uctu Uspésné prihlasil, ale byl odhlasen kvuli ovéreni e-mailem”4. V Fijnu 2020
nebo admi Gevers znovu Uspésné uhadl heslo, tentokrat "maga2020!", a ziskal pristup do uctu,
nabidnout. ktery nemél zapnuté dvoufaktorové ovéreni. Prihlaseni nahlasil nizozemskym Uraddm a t i hox UDP
: ’ ~ na pricnhnozi
Bezpe&n americke agenture CISA*6,10. P
1. Ukazk Zd

Por O Copycode X

\$obfuscatedPayload = "IgAKAAIAAAAAAABAAAAFAAAABQAAAAGAAAACAAAAAEAAAAMAAUAAAAI

g
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Moznosti detekce a blokace?

* Lze detekovat stranky se zavadnou tématikou?
* Da se detekovat TOR?
* Poznate v provoz VPN?

* Poznate vyhledavané retézce na siti?
* Ano, sila GET parametru v komunikaci

* Ajak je blokovat?

*
*
>

*

TLP:GREEN
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TOR = Bezpecny anonymni internet?

Tor Network IP Addresses
1312 Tor nodes found

IP Address

Hostname

h-98-128-173-33.3785.priv.bahnhof.se

Syn-@97-09e-239-176. res. spactrum. com

96-8-119-172-host.colocrossing. com

Location

Gothenburg,
£ oE

us Eau Claire, US

Elk Grove

Y% village, Us

v

Amsterdam,

MNL NL

NL Haarlem, NL

Amsterdam,

ML NL

ASAMAS A S ASAY
v

Tomas Bata University
Faculty of Applied Informatics

ASN

A5B473
BAHNHOF

AS28115
CHARTER-20M5

6352
-COLOCROSSING

AS60781
LEASEWEB-NL-AMS-01
AS60781
LEASEWEB-NL-AMS-01
AS66781
LEASEWEB-NL-AMS-01

TLP:GREEN

Organization

Bahnhof AB

Charter Communications

HostPapa

LeaseWeb Netherlands B.V.

LeaseWeb Netherlands B.V.

LeaseWeb Netherlands B.V.
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https://vikitron.com/tor-ip-list

https://www.dan.me.uk/torlist/
?full

https://www.bigdatacloud.com/
insights/tor-exit-nodes
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https://amiunique.org/fingerprint

Digitalni stopa v siti

Yes! You are unique among the 4748901 fingerprints in our entire dataset.

The following informations reveal your 0OS, browser, browser version as well as your timezone and preferred language. Moreover, we show the proportion of users sharing the same

elements.
windows chrome en UTC+01:00
Operating system Web browser Language Timezone
DS 12 % D2 %  6637% 16.50 %
= auth.splL.IO (54.15/.194.9) HI TIPS - T Detault Internet .
Bl 528.195.2 HTTPS - T Default Internet |

Tomas Bata University
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https://amiunique.org/fingerprint

Strategie P.S.T.R.O.S.

Velmi oblibena strategie u nas i ve svete

Tomas Bata University
Faculty of Applied Informatics
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Chcete se uspinit? Musite?

Pokud nechceme p.s.t.r.o.s.a. bohuzel ob¢as musime
Neni spatné védeét, na cem ,,dela” protistrana

Chceme znat hesla nasich zameéstnancu drive nez utocnik

Bylo by fajn mit navrch.... 0

TLP:GREEN
Tomas Bata University
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Chcete @ACKEDLIST.IO

Ha ve Enter your domain to find credentials compromised by infostealer
malware
'l--Pv
g

Check if your email ac

HACKED?

Advanced >

Using Have | Been Pwnec 824'341 '245 1 83 23'552'607

Stolen credentials

Total Records - Total Breaches

28,092,173,944 4,485

038 17,312,133,120

TLP:GREEN
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Chcete se uspinit? Musite?
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OPSEC.... co?

OPERATIONS SECURITY
* hezké... ale...
e BYOD?

PROJECT REVIEVED p

* NedostatecCna izolace zarizeni

* Mixovani vyuziti
* Optimismus

Nechcete se stat cilem

Tomas Bata University
Faculty of Applied Informatics

Ruskeého pilota Maxima Kuzminova, ktery loni v srpnu ve vrtulniku Mi-8 preletél do
neokupovane ¢asti Ukrajiny, nasli 13. unora rozstrileného v garazi ve spanélském
letovisku Villajoyosa. Byl zastrelen £esti ranami, mrtvolu pak vrahové jesté prejeli
autem. Podle $panélskych vysetiovatelu ruského piebéhlika zavrazdili zabijaci vyslani
Moskvou. Nasvédéuje tomu zpusob vrazdy i nékteré indicie. Tragicky tak konéi pfibéh,
do kterého byly podle véeho zapleteny i ukrajinské tajné sluzby. Pfitom to nebylo
poprvé, co Rusové zabili néjakého disidenta ¢i prebéhlika na Zapadé, ale je to poprvé,

co se tak stalo ve Spanélsku.

TLP:GREE
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Z EURTPOL — EncroChat in Numbers

v i : | arrests
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Budujeme OPSEC

 Sdilené pripojeni k Internetu/DeepWebu/DarkWebu?
* Pouziti stejného zarizeni jako pro praci?
* Prenaseni dat z pruzkumu na cloud?

e Vyuziti “Cistych” Uctl na temné strané?

* Fungujici kamera na zarizeni?

* Pripojeny mikrofon?

e Staticky fingerprint prohlizece?

» Osobni/pracovni zafizeni ve stejné siti.
* Fullscreen browser?

ISP->VPN->Torify->TorDNS
ISP->VPN->DNScrypt
ISP-5VPN->Torify->TorDNS

TLP:GREEN
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Budujeme OPSEC
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Budujeme OPSEC - next level - ....

Tomas Bata University
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Pruzkum kralici nory - intro
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Pruzkum kralici nory — pojdme na to
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Pruzkum kralic¢i nory — pojdme na to
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Pruzkum kralici nory — hlubsi nora
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Pruzkum kralici nory — hlubsi nora
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Pruzkum kralici nory — hlubsi nora
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Pruzkum krali¢i nory — sklepni nora
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Pruzkum krali¢i nory — sklepni nora
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Obecny problém analyzy komunikace
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128-bit TLSv1.3 [TLS_AES_128 GCM_SHA256]

Komunikace — akademicky pfiklad &

152.168.261.185 91.201.67.187 DNS 554 Standard query @x@8be TXT 2.dnscrypt-cert.dnscry.pt Unused[Packet size limited during capture]
192.168.281.185 01.281.67.187 DNS 1514 Standard query @x@@bl TXT 2.dnscrypt-cert.dnscry.pt Unused[BoundErrorUnreassembled Packet

rotocol (proto=UDP 17, off=1488, ID=fbab)
152.168.261.185 G1.201.67.187 DNS 554 Standard query @x@88b2 TXT 2.dnscrypt-cert.dnscry.pt Unused[Packet size limited during capture]
1592.168.281.185 91.201.67.187 DNS 1514 Standard guery @x@@8b3 TXT 2.dnscrypt-cert.dnscry.pt Unused[BoundErrorUnreassembled Packet

rotocol roto=UDP 17, off=1488, ID=0ag2
192.168.281.185 91.281.67.187 DNS 554 Standard query @x@eb4 TXT 2.dnscrypt-cert.dnscry.pt Unused[Packet size limited during capture]
192.168.281.185 91.201.67.187 DNS 1514 Standard query @x@8b5 TXT 2.dnscrypt-cert.dnscry.pt Unused[BoundErrorUnreassembled Packet

rotocol roto=UDP 17, off=1488, ID=e44d
91.2081.67.107 192.168.261.185 DNS 222 standard query response @x@8b6 TXT 2.dnscrypt-cert.dnscry.pt TXT[Packet size limited during capture]
91.201.67.107 192.168.261.185 DNS 222 Standard query response 8xB8b4 TXT 2.dnscrypt-cert.dnscry.pt THT[Packet size limited during capture]
91.201.67.107 192.168.261.185 DNS 222 Standard query response @xB8b3 TXT 2.dnscrypt-cert.dnscry.pt TXT[Packet size limited during capture]
91.281.67.187 192.168.281.185 DNS 222 Standard query response @xB8b2 TXT 2.dnscrypt-cert.dnscry.pt TXT[Packet size limited during capture]
91.281.67.187 192.168.281.185 DNS 222 Standard query response @xB8b> TXT 2.dnscrypt-cert.dnscry.pt TXT[Packet size limited during capture]
192.168.281.185 128.127.184.188 DNS 554 Standard query 8xac87 TXT 2.dnscrypt-cert.cryptostorm.is Unused[Packet size limited during capture]
192.168.281.185 128.127.184.188 DNS 1514 Standard query @xac84 TXT 2.dnscrypt-cert.cryptostorm.is Unused[BoundErrorUnreassembled Packet]
192.168.281.185 128.127.164.168 DNS 554 Standard gquery 8xac8% TXT 2.dnscrypt-cert.cryptostorm.is Unused[Packet size limited during capture

rotocol roto=UDP 17, off=1488, ID=5b7{
@xacBs TXT 2.dnscrypt-cert.cryptostorm.is Unused[BoundErrorUnreassembled Packet

152.168.281.185 128.127.184.188 DNS 1514 Standard

Fragmented IP protocaol roto=UDP 17, off=1488, ID=1d88
192.168.281.185 128.127.184.188 DNS 554 Standard query @xacB3 TXT 2.dnscrypt-cert.cryptostorm.is Unused[Packet size limited during capture]
1592.168.281.185 128.127.184.188 DNS 1514 Standard query @xac82 TXT 2.dnscrypt-cert.cryptostorm.is Unused[BoundErrorUnreassembled Packet
Fragmented IP protocol roto=UDP 17, off=1488, ID=bdds
91.281.67.187 192.168.2081.185 DNS 222 standard query response @x@8bl TXT 2.dnscrypt-cert.dnscry.pt TXT[Packet size limited during capture]
128.127.164.168 192.168.261.185 DNS 227 standard query response @xac87 TXT 2.dnscrypt-cert.cryptostorm.is TXT[Packet size limited during capture]
128.127.164.108 192.168.261.185 DNS 227 Standard query response 8xacB85 TXT 2.dnscrypt-cert.cryptostorm.is TXT[Packet size limited during capture]
128.127.1684.108 192.168.261.185 DNS 227 Standard query response @xacB4 TXT 2.dnscrypt-cert.cryptostorm.is TXT[Packet size limited during capture]
128.127.164.108 192.168.261.185 DNS 227 Standard query response 8xacBe TXT 2.dnscrypt-cert.cryptostorm.is TXT[Packet size limited during capture]
128.127.184.1838 192.168.281.185 DNS 227 Standard query response @xacB3 TXT 2.dnscrypt-cert.cryptostorm.is TXT[Packet size limited during capture]
125.127.184.188 192.168.281.185 DNS 227 Standard query response @xacB2 TXT 2.dnscrypt-cert.cryptostorm.is TXT[Packet size limited during capture]
192.168.281.185 37.221.194.84 DNS 554 Standard query 8xe88b TXT 2.dnscrypt-cert.digitalprivacy.diy Unused[Packet size limited during capture]
192.168.281.185 37.221.194.84 NS 1514 Standard query @xe888 TXT 2.dnscrypt-cert.digitalprivacy.diy Unused[BoundErrorUnreassembled Packet]
Tomas Bata University SR\ Penetration Testing
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Komunikace — akademicky priklad

Frame 442: Packet, 554 bytes on wire (4432 bits), 128 bytes captured (1824 bits)

Ethernet II, Src: VMware 9c:62:2f (@@8:8c:29:9c:62:2f), Dst: Ubiquiti Sc:c3:88 (28 7@:4e:5c:c3:80)
Internet Protocol Version 4, Src: 192.168.2081.185, Dst: 128.127.164.168

User Data ram Protocol, Src Port: 44396, Dst Port: 443

{4 v v v w

Transactlon ID BxacBY

b Flags: @x@lee Standard query
Questions: 1
Answer RRs: @

Authority RRs: @
Additional RRs: 1
* Queries
* 2.dnscrypt-cert.cryptostorm.is: type TXT, class IN
Mame: 2.dnscrypt-cert.cryptostorm.is
[Mame Length: 3@]
[Label Count: 4]
Type: TXT (16) (Text strings)
Class: IN (Bxee8l
Ml Additional records
<Root>: ty Unknown
MName: <Root>
Type: Unused (@)
Class: Unknown (8x828@)
Time to live: @ (@ seconds)
Data length: 453
b [Expert Info (Note/Undecoded): Dissector for DNS Type (8) code not implemented, Contact Wireshark developers if you want this supported]
[Packet size limited during capture: DNS truncated]

8 Echo (ping) y
44882 + 443 [ACK] 5e i 6 Len=@ ! S Tsecr=3641593834

tandard query r XT 2.dnscrypt-cert.dnscry. (T[Packet size limited during capture]

Standard auerv response 8x1377 TXT 2.dnscrvot-cert.dnscrv.ot TXTIPacket size limited durine capturel

TLP:GREEN

Tomas Bata University ‘ﬁ@ Penetration Testing
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Komunikace — akademicky priklad

Frame 442: Packet, 554 bytes on wire (4432 bits), 128 bytes captured (1824 bits)

Ethernet II, Src: VMware 9c:62:2f (@@8:8c:29:9c:62:2f), Dst: Ubiquiti Sc:c3:88 (28 7@:4e:5c:c3:80)
Internet Protocol Version 4, Src: 192.168.2081.185, Dst: 128.127.164.168

User Data ram Protocol, Src Port: 44396, Dst Port: 443

{4 v v v w

Transactlon ID BxacBY

b Flags: @x@lee Standard query
Questions: 1
Answer RRs: @

Authority RRs: @
Additional RRs: 1
* Queries
* 2.dnscrypt-cert.cryptostorm.is: type TXT, class IN
Mame: 2.dnscrypt-cert.cryptostorm.is
[Mame Length: 3@]
[Label Count: 4]
Type: TXT (16) (Text strings)
Class: IN (Bxee8l
Ml Additional records
<Root>: ty Unknown
MName: <Root>
Type: Unused (@)
Class: Unknown (8x828@)
Time to live: @ (@ seconds)
Data length: 453
b [Expert Info (Note/Undecoded): Dissector for DNS Type (8) code not implemented, Contact Wireshark developers if you want this supported]
[Packet size limited during capture: DNS truncated]

8 Echo (ping) y
44882 + 443 [ACK] 5e i 6 Len=@ ! S Tsecr=3641593834

tandard query r XT 2.dnscrypt-cert.dnscry. (T[Packet size limited during capture]

Standard auerv response 8x1377 TXT 2.dnscrvot-cert.dnscrv.ot TXTIPacket size limited durine capturel

TLP:GREEN
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Komunikace — akademicky ptiklad &

“~ Source Destination Protocol Length Info TOR komunikace?
55.285126 192.163.281.185 198.185.112.282 UDP 188 52419 = 443 Len=146
55.2085226 192.168.281.185 198.185.112.282 UDP
55.285282 192.168.2681.185 198.165.112.2862 UDP 198.105.112.202 was found in our database!
55.285355 192.168.281.185 198.185.112.282 UDP
55.285427 192.168.261.185 198.185.112.282 UDP This IP was reported 4 times. Confidence of Abuse is 3%:
55%.252579 198.185.112.282 192.163.281.185 UDP
55.252633 198.185.112. 282 192.168.281.185 UDP
55.254585 198.185.112. 282 192.168.281.185 UDP
55.254518 198.185.112. 282 192.168.281.185 UDP Sp YottaSrc Hosting and Cloud Service
55.254531 198.185.112. 282 192.168.281.185 UDP
55.2545449 195.185%.112. 282 192.168.281.185 UDP Usage Type Data Center/Web Hosting/Transit
55.256244 192.163.281.185 198.185.112.2@2 UDP
55.256345 192.163.281.185 198.185.112.2@2 UDP ASN
55.256421 192.163.281.185 198.185.112.2@2 UDP
55.256587 192.168.2681.185 198.1685.112.2a2 UDP Domain Name yottasrc.com
55.256575 192.163.281.185 198.185.112.2@2 UDP
55. 256663 192.168.201.185 198.105.112.2@2 UDP Country == Netheriands
55.256795 192.163.201.185 198.185.112.2a2 UDP City Eindhoven, North Brabant
55.256371 192.163.201.185 198.185.112.2a2 UDP
55.256045 192.163.201.185 198.185.112.2a2 UDP 184 52419 - 443 Len=142
55.286316 198.185.112.2a82 192.163.281.185 UDP 280 443 3 52419 Len=238

TLP:GREEN
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Komunikace — akademicky priklad &

ASN Details

ASN Organisation

A5206264 Amarutu Technology Ltd
Total IPv4 Prefixes Total IPv6 Prefixes

61 5

IPv4 Space Rank Registry

#6,960 out of 79,542 RIPE

Registered Date Registration Last Change
2017-02-22 2025-11-05
ASN Details
ASN Organisation Name
AS55720 Gigabit Hosting Sdn Bhd GIGABIT-MY
Total IPv4 Prefixes Total IPv6 Prefixes Total IPv4 Bogon Prefixes
284 106 0
IPv4 Space Rank Registry Registered Country
#2,457 out of 79,542 APNIC = MY

Registered Date

Tomas Bata University
Faculty of Applied Informatics

Registration Last Change
2020-07-07

AT ANEN
W E R

Name
AMARUTU-TECHNOLOGY

Total IPv6 Bogon Prefixes
0

Registered Country Name
EIEWEE]

Total IPv4 Addresses
17 152

Total IPv4 Bogon Prefixes Total IPv6 Bogon Prefixes
0 0
Registered Country Registered Country Name
£ SC Seychelles
Total IPv4 Addresses .
73083 Exit Nod

TLP:GREEN

[ O

Country

”+ Tanzania, the United Republic of

= South Africa

< Tanzania, the United Republic of

* Hong Kong

== |ndonesia

== Singapore

== Indonesia

China

== Indonesia

Carrier

saleA Penetration Testing
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Komunikace — akademicky priklad &

Tomas Bata University SaR\ Penetration Testing
Faculty of Applied Informatics . 36/44 W O Laboratory




Komunikace — akademicky priklad &
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Komunikace — next level
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Komunikace — nocni mura prichazi
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Komunikace — nocni mura prichazi
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