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Matrix — zrychlena verze

Vite, jak funguje SMTP?
,Pojdme to sifrovat." a vzniklo SMTPS
,Pojdme sifrovat i obsah." a vzniklo napr. PGP

Matrix je ten samy pribéh
* Jenvrealném case.
 Federované.

* Bezrucnivymény klicu.

Dékuji za pozornost.
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Proc¢ se o Matrix vubec bavit?

Centralizovane messengery = single point of failure
Metadata jsou Casto cennejsi nez obsah

Vendor lock-in & compliance

Potreba otevreneho, federovaneho, E2EE reseni

matrix
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Proc¢ se o Matrix vubec bavit?

Kriticka infrastruktura:
* provoznichat

* incident response

* interni koordinace

Pozadavek:
* otevreny protokol
 federace

e E2EE mimo server

Stejné jako neradi jeden globalniroute-server, mame neradi jeden chatserver. NI1X-CZ



Co je Matrix?

Otevreny federovany komunikacni protokol
Decentralizace: vlastni server

Real-time + async (chat, VolP, 1oT)

Otevrena specifikace + open-source implementace
JSON-based komunikace nad HTTPS

Matrix je SMTP/XMPP pro real-time komunikaci NIX-CZ



Architektura Matrixu

Homeserver — uklada a preposila eventy
Client — Ul + kryptografie

Federace —server [<] server (HTTPS + signing)

Event — zalozen na JSON strukture
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Eventy

"type": "m.room.message",
"content": {
"body": "image.png",

{ " " " " "info B . {
type": "m.room.encrypted", "size": 255943,

"sender": "xz:matrix.abc.cz", "mimetype": "image/png",

"content": ({ { ; gsg,

. " ", . ’

"algorithm": "m.megolm.vl.aes-sha2", cgntens '"{ ) . "xyz.amorgan.blurhash": "LROz6-3-#r#DASxS|",
body : Hura uz je llp! ’ "org.matrix.msc4230.is_animated": false

g ;

"ciphertext": "AwgVEgABFcNUJ4xiLuD..... Ag",
"device id": "GMFHYKTRAV",
"sender key": "Y6WOHkKL7FSGRKU50IhCwA6V4xNzf2Vsu¥YB",

"m.mentions": {}, b

"msgtype": "m.text" "msgtype”: "m.image",
"m.mentions": {},

" : geamy W : " e REilefs f
session id": "7P3gQhX2a6wS5MIsjO4TnHOk+8sPd1lRtbh ‘ "event id": "$7-VLKD79...... 6H10GGy3d0s", wygns myan,
Y "origin_server_ts": 1768651682846, "key": {
"origin_ server ts": 1768651682846, "room id": "!ABC:matrix.abc.cz", "alg": "A256CTR",
" . ", it TR } < ot "ext": true,
ur;.s:.gned = {" o sender": "@xz:matrix.abc.cz", ks "NwtodMRpKvoJGAQKLYBCn VEYC8QAU™,
membership": "join", "type": "m.room.message", "key ops": [
"age": 68 "unsigned": {} "encrypt",
} "decrypt"
{ 4
1,
"event id": "$D6Y9kH710s3VGt2LZME4yP-a80KfGd1VOHOY31T", "kty": "oct"
"room id": "!cz:matrix.abc.az" b
- "iv": "OEmDAiKnHUOAAAAAAAAAAA",

"hashes": {
"sha256": "O0BAtdOFzd/1lSNddaozmgQbwo7Y"

I
"url": "mxc://matrix.abc.cz/sPORM1TKMs"
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Architektura Matrixu

Specifikace
— Definuje:
JSON struktury

REST endpointy
stavovy model mistnosti

— Vendor-neutral
— Interoperabilni

Implementace
— Konkretni software:

server: Synapse
klient: ElementX, FluffyChat

® 0
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Transportni a aplikacni vrstva

Transport Aplikacni vrstva:
— TCP/443 — REST (/sync, [send, [keys/query)
— HTTPS — JSON payload

Vyreseno

— Firewally

— Proxy

BGP overTLS, ale pro messaging. NIX-CZ



Event model & state resolution

Directed Acyclic Graph (DAG)

Vse je jako immutable event g aSisa guler
] ] No Cycles
Eventy tvori Directed Acyclic Graph
(DAG) — ,vetveny blockchain® History —» (Event A P
’ .. R k ! \ ) — Current State
Stav mistnosti je deterministicky
vypocet z eventu
yp . y _ _ almmutable-HashLinks |
Replikace pres federaci mezi servery | v %)
e — ot | .

No Loops

Routing table = funkce nad BGP UPDATEs. NIX-CZ



ldentity & zarizeni

Uzivatel ma vice zarizeni
Kazde zarizeni ma:

vlastni identity keypair - Curve25519 (key agreement)

vlastni kryptograficky stav - Ed25519 (signing)
Ztrata zarizeni neznamena ztratu identity (recovery)

Jeden admin, vice SSH klic0. NIX-CZ



Olm - 1:1 kryptografie

Pouziti pro

DM

 distribuce klicU
Vlastnosti Olm

* double ratchet

* forward secrecy

* post-compromise security

Olm = TLS session mezi dvéma endpointy. NIX:-CZ



Olm - ratcheting

Jak probiha Olm ratchet:
» Kazdazpravama D
posune symetricky klic (nova vymeéna klice pomci DH)
* Kazdy smér ma vlastni chain key
* Pri kompromitaci:
stare zpravy zUstavaji bezpecneé
nove se casem znovu zabezpeci

NIX-CZ



Megolm - skupinove sifrovani

V mistnosti 1:N je nutné pouzit Megolm

*  Olm by musel pouzivat N2 - 1 klicU

Jeden klic — mnoho pfijemcU

Optimalizovan pro velke mistnosti a nizky overhead

Pouziva symetricky ratchet (jednosmerny)

Multicast encryption misto unicastu. NIX-CZ



Megolm —kdo je generuje

Kazde odesilajici zarizeni
Paralelné existuje vice Megolm sessions

Odesilatel vytvori ,Megolm outbound session™
Kli je zabalen a poslan pres Olm session
Event,m.room key™ obsahuje session key + index
Receiver ulozi jako inbound session

Control-plane (Olm) distribuuje data-plane klice (Megolm). NIX-CZ



Megolm —rotace a bezpecnost

/v O

Rotace klicu pri
* joinnebo leave
* Cas nebo pocet zprav

Odebrani clenove nemUzou cist nove zpravy

(pokud jim nékdo preposle novy klic)

Novi clenové nemuzou Cist stare zpravy

(pokud jim nékdo preposle pOvodni klic)

Key rollover po zméné topologie. NIX-CZ



Instalace a monitoring

Synapse server — Python balik + konfigurace vYAML
— 1h vcetné cteni dokumentace

— povoleni uzivatelU — auto registrace / LDAP [ OAUTH2
— federace serverU —TCP/8448 (HTTPs)

NIX-CZ



Konfigurace Caddy

matrix.abc.cz { abc.cz {

encode zstd gzip @matrix server path /.well-

reverse proxy / matrix/* localhost:8008 known/matrix/server

reverse proxy / synapse/client/* handle @matrix server ({
localhost:8008 header Content-Type application/json
} header Access-Control-Allow-Origin *
matrix.abc.cz:8448 ({ respond

encode zstd gzip "{"m.server":"matrix.abc.cz:443"}" 200

reverse proxy / matrix/* localhost:8008 }

} }

mr@abc.cz -> mr@matrix.abc.cz
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mailto:mr@abc.cz

Konfigurace Synapse (pro testy)

listeners:

- port: 8008
tls: false
type: http
x_ forwarded: true
bind addresses: ['::1', '127.0.0.1'"]
resources:

- names: [client, federation]
compress: false

database:
name: sqlite3
args:
database: /var/lib/matrix-synapse/myhomeserver.db

media store path: /var/lib/matrix-synapse/media

signing key path: "/etc/matrix-synapse/myhomeserver.signing.key"

NIX-CZ



Monitoring

Datasource = prometheus-matrix Bucket Size Auto instance index Al x deploys (] <« (@ Last24 hours ~ » ) Refresh  ~

v Overview
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Video RTC
JWT server pro tokeny

Endpoint routing MatrixRTC backend

LiveKit — server WebRTC Selective
Forwarding Unit (SFU)

TURNs /STUN server
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Video RTC

Vlastnosti WebRTC

RTP stream , kazdy s kazdym"
ze mutnout lokalné , per peer"

ze sdilet mnoho video stream0 / ploch zaroven

NIX-CZ



NIX.CZ use case

nixmon

> Interface Gil/0/AS ] <kam 3> [1G] (Vchod)): Link down
Problem 127544199 started at 10:28:34 on 2026.01.11

Host: I C -

Severity: Average

Monitoring sité / zafizeni

Interface Ethernet1/42( UBNT NVR> [10G]): Link down
Problem 127544200 started at 10:28:43 on 2026.01.11

1:1 C h at Hos SN .

Severity: High
[=lpleite el > Jakub Tauchman M David Stopka

’ .
C h a t m I St n O St I Interface Gi1/0/48 Jll<kam 3> [1G] (Vchod)): Link down (1m 0s)

Problem 127544199 resolved at 10:29:34 on 2026.01.11
Host: NiX.CZ
Severity: Average

=l lereead > Jakub Tauchman M David Stopka

Interface Elhernet1,-"42_ [10G]): Link down (1m Os)
Problem 127544200 resolved at 10:29:43 on 2026.01.11

Host: Fnix.cz
Severity: HIg

Pohotovost: GaRETURENELuE L), EREN IS e e

Video [ audio volani

NIX-CZ



NIX.CZ lessons learned

Vyvoj jde rychle dopredu

Nativni klienti pro rdzne OS i platformy

Nejdale Element-X

— Element-X klient ma mouchy, ale vyvoj jde rychle dopredu
Video [ audio ma lepsi kvalitu

Problem s mazanim zprav (Ize vyresit na serveru)

NIX-CZ



NIX.CZ lessons learned

Decentralizace ma sveé nevyhody -> federace
— stovky az tisice HTTPS spojeni

— geo/firewall vysoke odezvy a timeouty

— join do mistnosti trva vyrazné dele

— server load

NIX-CZ



Dekuji za pozornost

[m] Mr:Nix.cz

8\ Mr@nix.cz
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