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“...posledni stéblo, které zlomilo velbloudovi hrbet”

—orientalni prislovi
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DNS je jednoduché!

Priblizné 200 RFC
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Co s tim?

e Prestat psat nova RFC
 Konsolidovat stara RFC
« RFC1034, RFC1035,
RFC1912, RFC2181

e Prepsat do ,moderniho® jazyka
e Posledni dobrovolnik —=m——

o \Vlyzadovat implementace v DNS
serverech pred plnou standardizaci

.
-
- e
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,Novinky“ v DNS

 DNS Query Name Minimization * DNS over TLS

« RFC 7816  RFC 7858, RFC 8310

e draft-ietf-dnsop-rfc7816bis-02  Padding - RFC 7830, RFC 8467
* DNS Cookies * DNS over HTTPS

« RFC 7858 « RFC 8484

e draft-sury-toorop-dns-cookies-algorithms  ANAME

e draft-hunt-dnsop-aname



* Tradi¢ni DNS posila zbyte¢né moc informaci
* Soucast ,,DNS Privacy*

 QNAME Minimization omezuje informace

Query Name Minimization

z DNS dotazu na nezbytné minimum



https://unsplash.com/photos/wyBNsKAVlKQ?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/search/photos/garden-gnome?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

Query Name Minimization

e Tradicni DNS

OQTYPE ONAME TARGET
A WWw.1lSC.0rg. root nameserver
A WWw.lSC.0rg. .Org nameserver

A WWwW.1lSC.0rg. 1sC.0rg. ns



Query Name Minimization

* Tradicni DNS * Aggressive QNAME-Min

OQTYPE ONAME TARGET OQTYPE ONAME TARGET

A WWw.lSC.0rg. root nameserver NS org. root nameserver
A WWw.lSC.0rg. .Org nameserver NS isc.orqg. .Org nameserver
A WWwW.1lSC.0rg. 1sC.0rg. ns NS WWW.1lSC.0rg. 1sSC.O0rg nameser.

A WWW.1lSC.0rg. 1SC.0Org nameser.



QNAME Minimization & The Internet

 Load-Balancery, CDN
* DNS je jednoduché, ze?
* Neodpovidaji na ,NS’, jen na ,A'
e NXDOMAIN pro Empty Non-Terminal

e www.cdn.example.com

* A cdn.example.com -> NXDOMAIN
» Spravne: NODATA

* Viz RFC 8020 - NXDOMAIN: There
Really Is Nothing Underneath

Photo by mwangi gatheca on Unsplash
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Query Name Minimization

* Tradicni DNS * Aggressive QNAME-Min * Relaxed QNAME-Min

OQTYPE ONAME TARGET OQTYPE ONAME TARGET QTYPE ONAME TARGET

A WWw.1lSC.0rg. root nameserver NS org. root nameserver A __.org. root nameserver

A WWw.lSC.0rg. .Org nameserver NS 1sc.orgqg. .0Org nameserver A __.1lsc.org. .0rg nameserver

A WWwW.1lSC.0rg. 1sC.0rg. ns NS WWW.1lSC.0rg. 1sSC.O0rg nameser. A _.WwWww.lsSc.O0rg. 1sc.Org nmsrv.
A WWW.1lSC.0rg. 1SC.0Org nameser. A WWW.1lSC.0Org. 1sC.0rg nameser.

* Relaxed QNAME-Min

QTYPE ONAME TARGET
NS example. root ns
NS cdn.example. .example ns

-> SERVFAIL/REFUSED/NXDOMAIN
A www.cdn.example. .example ns



Query Name Minimization

* BIND 9.14

* Relaxed mode by default

options {
gname-mininization <disabled|relaxed|strict>;

}

e Knot Resolver

* Relaxed mode by default

option(NO MINIMIZE, <true|false>)
Unbound

* Relaxed mode by default

gname-minimisation: <yes|no>
gname-minimisation-strict: <yes|no>



DNS C

* Pridava do DNS dotazU a odpoveédi ,,Cookie*

e Ochrana proti podvrzenym DNS zpravam
 DNS Client posle ,,Client Cookie® (nonce):

e Client IP address

e Server IP address

e Client Secret (nahodny pfi startu serveru)
 DNS Server vypocita ,,Server Cookie“ z:

* Client Cookie

 Timestamp

» Server Secret (hahodny nebo nakonfigurovany)

e ...dalSi hodnoty

£
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DNS Cookies v Anycastu

* BIND implementuje nasleduijici algoritmy:
¢ FNV
« HMAC-SHA256-64
e AES
e Knot DNS implementuje nasleduijici algoritmy

e SipHash 2-4



DNS Cookie Algoritmy (draft)

« Spolecna prace ISC a NINetLabs s prispenim CZ.NIC a dalSich
* Misto hashovaci funkce se pouzije pseudo-random funkce SipHash 2-4
e Server Cookie obsahuije:

 Verzi (8 bitl)

 Algoritmus (8 bitU)

* Rezervované pole (16 bitu

e Timestamp (32 bit()

. \ystup z SipHash 2-4 (64 bit)



RFC 7858 - DNS over TLS

DalSi soucast ,,DNS Privacy“

Sifrovani na transportni vrstvé
Zatim jen stub «— resolver
Vlastni port - 853

DoT Usage Policies

» Strict (Authentication + Encryption)

* Opportunistic

* Authentication
e SPKI Pinning
* Authentication Domain Name
* ADN via DANE

+ DHCP



RFC 7830 - EDNS(0) Padding

DNS zpravy jsou pomeérnée kratké

DNS over TLS zpravy se liSi podle velikosti
obsahu — délka muze prozradit obsah

EDNS(0) Padding pfidava do DNS zpravy
vycpavku, ktera unifikuje délku ,,na draté“

RFC 8467 doporucuje zarovnavat zpravy na
nasobky 128 oktetu (bajtu)

Photo by Trym Nilsen on Unsplash
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RFC 8484 - DNS over HTTPS

HTTP(s) je transportni vrstva

Data jsou v DNS wire formatu

Umoznuje michani ruznych dat v jednom streamu
DNS je pro on-path uto¢nika ,,neviditelné“
Umoznuje cachovani na HTTP vrstve

o SlozitgjsSi interakce HTTP (Max-)Age a DNS TTL



ANAME

Staronovy problém
* Presmeérovani z example.com (zone cut) na www.example.com nebo cdn.example.net

« CNAME+DNAME — draft-sury-dnsext-cname-dname (2010)

* Experimentalné ovéreno, ze funguje pro parent zonu, ale nefunguje pro child zonu (nelze
umistit do zone apexu)

« BNAME — draft-yao-dnsext-bname (2009, 2010)

« HTTP RR — draft-bellis-dnsop-http-record (2018)

* Jde na problém oklikou - zavadi zaznam pouze pro HTTP (coz pokryva 99,99% problému)

* Nékteré DNS hostingy maiji vlastni freSeni — navzajem nekompatibilni



ANAME

* ANAME — néco jako CNAME, ale jen pro A + AAAA zaznamy
* Podporuje transfer mezi ruznymi nameservery a poskytovateli DNS hostingu
* Nejvétsi problém je plynuly pfechod a podpora ,,starych“ DNS klientd

* \/lyZzaduje processing na strané primarniho autoritativniho serveru

» Ziskani ,sibling address records” (lokalni kopie cilovych adres), jejich podepsani a transfer
na sekundarni NS

« \olitelné vyzaduje processing na strané resolvert a DNS clientu (pokud chtéji validovat cilové
adresy)

* Funguje i s DNSSEC, ale vyzaduje online podepisovani nebo podporu ANAME na strané
klientu
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